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1. INTRODUCTION

Repeated cyber intrusions into organizations of all types demonstrate the need for improved

cybersecurity. Cyber threats continue to grow, and represent one of the most serious

operational risks facing modern organizations. The national and economic security of the

''YAGSR {G10Sa RSLISYRa 2y (GKS NBtAF6fS Fdzy Ot A2
face of such threats. Beyond critical infrastructure, the economic vitality of the nation depends

on the sustained operation of organizations of all types. The Cybersecurity Capability Maturity

Model (C2M2) can help organizations of all sectors, types, and sizes evaluate and make

improvements to their cybersecurity programs.

The C2M2 focuses on the implementation and management of cybersecurity practices
associated with the information technology (IT) and operations technology (OT) assets and the
environments in which they operate. The model can be used to:

{GNBY3IGKSY 2NHIYyAT I iGA2yaQ OeoSNRSOdNARGe Ol LI
Enable organizations to effectively and consistently evaluate and benchmark cybersecurity

capabilities

Share knowledge, best practices, and relevant references across organizations as a means

to improve cybersecurity capabilities

Enable organizations to prioritize actions and investments to improve cybersecurity

> D>

The C2M2 is designed for use with a self-evaluation methodology and toolkit (available by
request) for an organization to measure and improve its cybersecurity program.1 A self-
evaluation using the toolkit can be completed in one day, but the toolkit could be adapted for a
more rigorous evaluation effort. Additionally, the C2M2 model can inform the development of
a new cybersecurity program.

The C2M2 provides descriptive rather than prescriptive guidance. The model content is presented

at a high level of abstraction, so that it can be interpreted by organizations of various types,

structures, sizes, and industries. Broad use of the model by a sector can support benchmarking

2F (KS &aSO002NDa ObhacSikbubeOatkNdake the COM2bdedsivt A G A Sa P
scalable tool for implementing the National Institute of Standards and Technology (NIST) Cyber

Security Framework.

1.1 Intended Audience

The C2M2 enables organizations to evaluate cybersecurity capabilities consistently,
communicate capability levels in meaningful terms, and prioritize cybersecurity investments.
The model can be used by any organization, regardless of ownership, structure, size, or

! The C2M2 Toolkit may be obtained by sending a request to C2M2@doe.gov.



mailto:C2M2@doe.gov

Cybersecurity Capability Maturity \Mrsiert 1.1  INTRODUCTION

industry. Within the organization, various stakeholders may benefit from familiarity with the
model. This document specifically targets people in the following organizational roles:

A Decision makers (executives) who control the allocation of resources and the management
of risk in organizations; these are typically senior leaders®

A Leaders with responsibility for managing organizational resources and operations
associated with the domains of this model (see Section 3.1 for more information on the
content of each C2M2 domain)

A Practitioners with responsibility for supporting the organization in the use of this model
(planning and managing changes in the organization based on the model)*

A Facilitators with responsibility for leading a self-evaluation of the organization based on this
model and the associated toolkit and analyzing the self-evaluation results®

1.2 Document Organization

This document, along with several others, supports organizations in the effective use of the
C2M2, and it introduces the model and provides the/ H a Hnflr&structure and content.

Stakeholders may benefit by focusing on specific sections of this document, as outlined in the
table below. Beyond these recommendations, all readers may benefit from understanding the
entire document.

Role Recommended Document Sections
Decisiomakers Chapter &nd 2

Leaders or managers Chapters 1, 2, and 3

Practitioners Entire document

Facilitators Entire document

Chapter 2 describes several core concepts that are important for interpreting the content and

structure of the C2M2. Chapter 3 describes the architecture of the C2M2. Chapter 4 provides

guidance on how to use the model. Chapter 5 contains the modelitselft 1§ KS Y2 RSf Q& 20 2¢
and practices, organized into 10 domains. Appendix A includes references that were either used

in the development of this document or provide further information about the practices

identified within the model. Appendix B is the Glossary. Appendix C defines the acronyms used

in this document.

The sponsor of the self-evaluation should be a decision maker from the organization. For more information about the sponsor role, please
refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from http://energy.gov/node/795826.

Subject matter experts (SMEs) for the self-evaluation should be leaders or practitioners. For more information about the SME role, please
refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from http://energy.gov/node/795826.

For more information about the facilitator role, please refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from
http://energy.gov/node/795826.

2
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2. CORE CONCEPTS

This chapter describes several core concepts that are important for interpreting the content
and structure of the model.

2.1 Maturity Models

A maturity modelis a set of characteristics, attributes, indicators, or patterns that represent
capability and progression in a particular discipline. Model content typically exemplifies best
practices and may incorporate standards or other codes of practice of the discipline.

A maturity model thus provides a benchmark against which an organization can evaluate the
current level of capability of its practices, processes, and methods and set goals and priorities
for improvement. Also, when a model is widely used in a particular industry (and assessment
results are shared), organizations can benchmark their performance against other
organizations. An industry can determine how well it is performing overall by examining the
capability of its member organizations.

Tomeasureprogressh 2 Y X Yl GdzNRAG& Y2RSt a (@& t@rukead KI FS 0
scale of maturity indicator levels (MILs) 0¢3, which are described in Section 3.2. A set of
attributes defines each level. If an organization demonstrates these attributes, it has achieved
both that level and the capabilities that the level represents. Having measurable transition
states between the levels enables an organization to use the scale to:

A Define its current state
A Determine its future, more mature state
A Identify the capabilities it must attain to reach that future state

2.2  Critical Infrastructure Objectives

The model makes regular reference to critical infrastructureobjectivesThese are objectives

found in the sector-specific infrastructure protection plans’ of the 16 United States critical

infrastructure sectors defined in Presidential Policy Directive 21 Critical Infrastructure Security

and Resilience.€° The referenced objectives serve as a reminder that many of the functions

LINE ARSR o0& LRGSY(dAlrt FR2LIWGSNA 2F GKS Y2RSt a
that the broader cybersecurity objectives of the sector-specific plans should be considered.

Critical infrastructure objectives often transcend the business or operational objectives for an
individual organization. Some organizations using the model may not be affiliated with any of
the defined critical infrastructure sectors. For such organizations, the term critical infrastructure
objectivescan be interpreted to mean industry objectives, community objectives, or any other

®  http://www.dhs.gov/sector-specific-plans

e http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil

3
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objectives that transcend the specific business or operational objectives for the organization
but in which the organization has a role and interest in fulfilling.

2.3 IT and OT Assets

Many C2M2 practices refer to assets When evaluating how completely a practice is performed,
be sure to consider both traditional and emerging enterprise IT assets andany industrial control
systems (ICS) in use, including process control systems, supervisory control and data acquisition
(SCADA) systems, and other OT.

2.4 Relationship to the Risk Management Process

¢CKS LIKNI}&asS a02YYSyadaNI G6S gAGK NRaA] GSAONRAEAOL
used throughout the model. This phrase reminds the organization to tailor its implementation

of the model content to address its unique risk profile. This supports the model intent of

providing descriptive rather than prescriptive guidance. In order to effectively follow this

guidance, the organization should use the model as part of a continuous enterprise risk

management process like that depicted in Figure 1: Risk Management Process.

Risk
/ Framing \
Risk Risk
Monitoring Assessment
\ Risk /
Response

Figure 1: Risk Management Process

The C2M2 Risk Management domain (see Section 5.1) suggests establishing a cybersecurity risk
management strategy that aligns with the enterprise risk management strategy. Cybersecurity
risk is an important component of the overall business risk environment. The/ Ha H Qa
cybersecurity risk management activities should feed into the enterprise risk management
strategy and program, so that cybersecurity risk is considered in and benefits from corporate
decisions based on risk impact, tolerance for risk, and risk response approaches.

The implementation of practices in the Risk Management domain provides supporting elements
used by other practices in the model as part of the overall risk management process.
Throughout the model, these Risk Management practices are referenced in related practices
using the notation described in Section 3.3.

4




Cybersecurity Capability Maturity\drsit 1.1 CORE CONCEPTS

2.5 Function

In this model, the term functionis used as a scoping mechanism; it refers to the subset of the
operations of the organization that are being evaluated based on the model.

It is common for an organization to use the model to evaluate a subset of its operations. This
subset, or function, will often align with organizational boundaries. Therefore, common
examples of functions for evaluation include departments, lines of business, or distinct
facilities. Organizations have also successfully used the model to evaluate a specific system or
technology thread that crosses departmental boundaries.

For example, an organization uses the model to evaluate its enterprise IT services, including

email, Internet connectivity, and Voice over Internet Protocol (VolP) telecommunication. In

the Threat and Vulnerability Mant 3SYSy i R2YF Ay > LIN} OGAOS HO
@dzf YSNI 0AfAGE AYF2NNIGA2Y A& 3IFIGTKSNBR | YR
implementation of this practice, the organization should interpret functionto mean the

operations of the enterprise IT services. In this example, the practice means that

cybersecurity vulnerability information is gathered and interpreted for the enterprise IT

servicesT information about vulnerabilities that would affect the enterprise email services,
network devices, and the VolP system.
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3. MODEL ARCHITECTURE

The model arises from a combination of existing cybersecurity standards, frameworks,
programs, and initiatives. The model provides flexible guidance to help organizations develop
and improve their cybersecurity capabilities. As a result, the model practices tend to be at a
high level of abstraction, so that they can be interpreted for organizations of various structures
and sizes.

The model is organized into 10 domains. Each domain is a logical grouping of cybersecurity
practices. The practices within a domain are grouped by objectiveT target achievements that
support the domain. Within each objective, the practices are ordered by MIL.

The following sections include additional information about the domains and the MiLs.

3.1 Domains

91 OK 2F (KS Y 2drt&rs £3&uctvrad seFoPcyberseoyirlly practices. Each set of
practices represents the activities an organization can perform to establish and mature

capability in the domain. For example, the Risk Management domain is a group of practices that
an organization can perform to establish and mature cybersecurity risk management capability.

For each domain, the model provides a purpose statement, which is a high-level summary of
the intent of the domain, followed by introductory notes, which give context for the domain

and introduce its practices. The purpose statement and introductory notes offer context for

interpreting the practices in the domain.

The practices within each domain are organized into objectives, which represent achievements
that support the domain. For example, the Risk Management domain comprises three
objectives:

A Establish Cybersecurity Risk Management Strategy
A Manage Cybersecurity Risk
A Management Practices
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Each of the objectives in a domain comprises a set of practices, which are ordered by MIL.
Figure 2 summarizes the elements of each domain.

Domain Model contains 10 domains
A h Obiecti (one or more per domain)
pproac JECtives Unique to each domain
Practices at MiL1
Approach objectivesare
supported by a progression of
practicesthat are unique to
the domain

Practices at MIL2

Practices at MIL3

(one per domain)

Management Objective Smilar in each domain

Each management objective is
supported by a progression of
practicesthat are similar in
each domain and describe
institutionalization activities

Practices at MIL2

Practices at MIL3

Figure 2: Model and Domain Elements

A brief description of the 10 domains follows in the order in which they appear in the model.

Risk Management

Establish, operate, and maintain an enterprise cybersecurity risk management program to
identify, analyze, and mitigate cybersecurity risk to the organization, including its business
units, subsidiaries, related interconnected infrastructure, and stakeholders.

Asset, Change, and Configuration Management

al yIF3S (KS 2 bHoTysdets, indiudlids Yofhdardwake and software,
commensurate with the risk to critical infrastructure and organizational objectives.

Identity and Access Management

Create and manage identities for entities that may be granted logical or physical access to the

2NBI yAT I GA2yQa aaSaaoe /2yiNREf | O0S&aa G2

to critical infrastructure and organizational objectives.

[N
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Threat and Vulnerability Management

Establish and maintain plans, procedures, and technologies to detect, identify, analyze,
manage, andArespond to cybersgcurity threats and vulnerabilities, commensurate with:che riskA
U2 0KS 2NHFIYAI FUGA2YyQa AYFTNI AaU0NHzOUdZNE 0SS P3P

Situational Awareness

Establish and maintain activities and technologies to collect, analyze, alarm, present, and use
operational and cybersecurity information, including status and summary information from the
other model domains, to form a common operating picture (COP).

Information Sharing and Communications

Establish and maintain relationships with internal and external entities to collect and provide
cybersecurity information, including threats and vulnerabilities, to reduce risks and to
increase operational resilience, commensurate with the risk to critical infrastructure and
organizational objectives.

Event and Incident Response, Continuity of Operations

Establish and maintain plans, procedures, and technologies to detect, analyze, and respond to
cybersecurity events and to sustain operations throughout a cybersecurity event,
commensurate with the risk to critical infrastructure and organizational objectives.

Supply Chain and External Dependencies Management

Establish and maintain controls to manage the cybersecurity risks associated with services and
assets that are dependent on external entities, commensurate with the risk to critical
infrastructure and organizational objectives.

Workforce Management

Establish and maintain plans, procedures, technologies, and controls to create a culture of
cybersecurity and to ensure the ongoing suitability and competence of personnel,
commensurate with the risk to critical infrastructure and organizational objectives.

Cybersecurity Program Management

Establish andAmaintavin an enterprise cybersecurity program that provides governance, A
aAaUNUS3IAO LI I; Y)/fi y 3 ; 5 'Yy R é/ﬂaigey’uét\ga@tﬁitﬁéiid:d mangeNJ U K S
UKFO FftAIya OedoSNASOdzZNAuUe 202SOuAdSa gAUK U
critical infrastructure.

3.2 Maturity Indicator Levels

The model defines four maturity indicator levels, MILO through MIL3, which apply
independently to each domain in the model. The MILs define a dual progression of maturity: an
approach progression and an institutionalization progression, which are explained in the
following sections

K

O

N
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Four aspects of the MILs are important for understanding and applying the model:

1. The maturity indicator levels apply independently to each domain. As a result, an
organization using the model may be operating at different MIL ratings for different
domains. For example, an organization could be operating at MIL1 in one domain, MIL2 in
another domain, and MIL3 in a third domain.

2. The MlILs are cumulative within each domain; to earn a MIL in a given domain, an
organization must perform all of the practices in that level and its predecessor level(s). For
example, an organization must perform all of the domain practices in MIL1 and MIL2 to
achieve MIL2 in the domain. Similarly, the organization would have to perform all practices
in MIL1, MIL2, and MIL3 to achieve MIL3.

3. Establishing a target MIL for each domain is an effective strategy for using the model to
guide cybersecurity program improvement. Organizations should become familiar with the
practices in the model prior to determining target MILs. Gap analysis activities and
improvement efforts should then focus on achieving those target levels.

4. Practice performance and MIL achievement need to align with business objectives and the
2NBI YAT I GA2y Qa Oe 0 SNA S@ dzdfighiest MIGiiaNdomathshiayd { G NR ¢
not be optimal. Companies should evaluate the costs of achieving a specific MIL against
potential benefits. However, the model was developed so that all companies, regardless of
size, should be able to achieve MIL1 across all domains.

3.2.1 Approach Progression

The domain-specific objectives and practices describe the progression of the approach to
cybersecurity for each domain in the model. Approach refers to the completeness,
thoroughness, or level of development of an activity in a domain. As an organization progresses
from one MIL to the next, it will have more complete or more advanced implementations of the
core activities in the domain. At MIL1, while only the initial set of practices for a domain is
expected, an organization is not precluded from performing additional practices at higher MiLs.

Table 1 provides an example of the approach progression in the Cyber Program Management

domain. At MIL1, a cybersecurity program strategy exists in any form. MIL2 adds more

requirements to the strategy, including the need for defined objectives, alighment with the

2OSNIff 2NBFYATIFIGA2yQa adGNIGS3es FyR | LILINE G f
requiring performance of all MIL1 and MIL2 practices, MIL3 warrants that the strategy be

updated to reflect business changes, changes in the operating environment, and changes to the

threat profile (developed in the Threat and Vulnerability Management domain).
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Table 1: Example of Approach Progression in the
Cyber Program Management Domain

MILO

MIL1 a. The organization has a cybersecurity program strategy

MIL2 b. The cybersecurity program strategy def
c. The cybersecurity program strategyia@nities are documented and aligned with the
organi zationds strategic objectives al
d The cybersecurity program strategy def
oversight and governance for cybersecuitigsacti
e. The cybersecurity program strategy defines the structure and organization of the cybe

f.  The cybersecurity program strategy is approved by senior management

MIL3 9. The cybersecurity program strategy is updated to reflect busmedtacigasga the opera
environment, and changes in the threafTjuvfild)(

3.2.2 Institutionalization Progression

Institutionalization describes the extent to which a practice or activity is ingrained in an
2NBFYAT FdA2y Qa 2 LIS Mgrdindd2an/adidty, th&ntore MeyNtB thR BeS LI &
organization will continue to perform the practice over time, the practice will be retained

under times of stress, and the outcomes of the practice will be consistent, repeatable, and of

high quality.

The progression of institutionalization is described by a set of practices that can be performed
to institutionalize the domain-specific practices. These practices are similar across domains and
are called the Management Objective and Practices. The progression of the practices within a
domain-specific objective corresponds to the progression of the management practices, though
not necessarily practice to practice. Table 2 shows an example mapping of the management
practices to the practices in the second objective of the Risk Management domain.
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2 Manage Cybersecurity Risk

MODEL ARCHITECTURE

Table 2: Mapping of Management Practices to Domain-Specific Practices

Management Practices

MILO

MiL1

Cybersecurity risks are identified
Identified riskse mitigated, accepted, toler:
or transferred

1.

Initial practices are performed but n
ad hoc

MiL2

Risk assessments are performed to identi
in accordance with the risk management s
Identified risks are documented

Identified risks amealyzed to prioritize respc
activities in accordance withsthenanageme
strategy

Identified risks are monitored in accordanc
the risk management strategy

Risk analysis is supported by network (IT
OT) architecture

=

Practices adocumented
Stakeholders of the practice are ide
and involved

Adequate resources are provided tc
support the process (people, fundin
and tools)

Standards and/or guidelines have k
identified to guide the implementati
the practice

MIL3

The risk management program defines an
operates risk management policies and

procedures that implement the risk manag 2.

strategy

A current cybersecurity architecture te use 3.

support risk analysis

A risk register (a structured repository of
identified risks) is used to support risk
management

1.

4.

Activities are guided by policies (or ¢
organizational directives) and gover!
Policies include compliance require
for specéd standards and/or guideli
Activities are periodicallieveed to
ensure they conform to policy
Responsibility and authority for
performing the practize=assigned to
personnel

Personnel performing the prebtve
adequate skills and knowledge

A description of the management practices of each MIL can be found in the list below.

Maturity Indicator Level 0 (MILO)

The model contains no practices for MILO. Performance at MILO simply means that MIL1 in a
given domain has not been achieved.

Maturity Indicator Level 1 (MIL1)

In each domain, MIL1 contains a set of initial practices. To achieve MIL1, these initial activities
may be performed in an ad hoc manner, but they must be performed. If an organization were
to start with no capability in managing cybersecurity, it should focus initially on implementing
the MIL1 practices.

MIL1 is characterized by a single management practice:

1. Initial practices are performed but may be ad hoc. In the context of this model, ad hoc(i.e.,
an ad hoc practice) refers to performing a practice in a manner that depends largely on the
initiative and experience of an individual or team (and team leadership), without much in

1
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the way of organizational guidance in the form of a prescribed plan (verbal or written),
policy, or training.

The quality of the outcome may vary significantly depending on who performs the practice,
when it is performed, and the context of the problem being addressed, the methods, tools,
and techniques used, and the priority given a particular instance of the practice. With
experienced and talented personnel, high-quality outcomes may be achieved even if
practices are ad hoc. However, at this MIL, lessons learned are typically not captured at the
organizational level, so approaches and outcomes are difficult to repeat or improve across
the organization.

Maturity Indicator Level 2 (MIL2)

Four management practices are present at MIL2, which represent an initial level of
institutionalization of the activities within a domain:

1. Practices are documented. The practices in the domain are being performed according to a
documented plan. The focus here should be on planning to ensure that the practices are
intentionally designed (or selected) to serve the organization.

2. Stakeholders of the practice are identified and involved. Stakeholders of practices are
identified and involved in the performance of the practices. This could include stakeholders
from within the function, from across the organization, or from outside the organization,
depending on how the organization implemented the practice.

3. Adequate resources are provided to support the process (people, funding, and tools).
Adequate resources are provided in the form of people, funding, and tools to ensure that
the practices can be performed as intended. The performance of this practice can be
evaluated by determining whether any desired practices have not been implemented due
to a shortage of resources. If all desired practices have been implemented as intended by
the organization, then adequate resources have been provided.

4. Standards and/or guidelines have been identified to guide the implementation of the
practices. The organization identified some standards and/or guidelines to inform the
implementation of practices in the domain. These may simply be the reference sources the
organization consulted when developing the plan for performing the practices.

Overall, the practices at MIL2 are more complete than at MIL1 and are no longer performed

ANNBIdzE FNT & 2N FNBE y20 R K20 Ay GKSANI AYLX SY
performance of the practices is more stable. At MIL2, the organization can be more confident

that the performance of the domain practices will be sustained over time.

Maturity Indicator Level 3 (MIL3)

At MIL3, the activities in a domain have been further institutionalized and are now being
managed. Five management practices support this progression:

1. Activities are guided by policies (or other organizational directives) and governance.
Managed activities in a domain receive guidance from the organization in the form of

12
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organizational direction, as in policies and governance. Policies are an extension of the
planning activities that are in place at MIL2.

Policies include compliance requirements for specified standards and/or guidelines.
Activities are periodically reviewed to ensure they conform to policy.

Responsibility and authority for performing the practices are assigned to personnel.

vk LN

Personnel performing the practices have adequate skills and knowledge. The personnel
assigned to perform the activities have adequate domain-specific skills and knowledge to
perform their assignments.

At MIL3, the practices in a domain are further stabilized and are guided by high-level
organizational directives, such as policy. As a result, the organization should have additional
confidence in its ability to sustain the performance of the practices over time and across
the organization.

3.2.3 Summary of MIL Characteristics

Table 3 summarizes the characteristics of each MIL. At MIL2 and MIL3, the characteristic
associated with the approach progression is distinguished from the characteristics associated
with the institutionalization progression.

Table 3: Summary of Maturity Indicator Level Characteristics

Level Characteristics

MILO e Practices are not performed

MIL1 ¢ |Initial practices are performeddube ad hoc

MIL2 Institutionalization characteristics:
e Practices are documented
e Stakeholders are identified and involved
e Adequate resources are provided to support the process
e Standards or guidelines are used to guide practice implementation
Approachharacteristic:
e Practices are more complete or advanced than at MIL1

MIL3 Institutionalization characteristics:

Activities are guided by policy (or other directives) and governance
Policies include compliance requirements for specified standielidesor
Activities are periodically reviewed for conformance to policy
Responsibility and authority for practices are assigned to personnel
Personnel performing the practice have adequate skills and knowledge
Approach characteristic:

e Practices are ma@mplete or advanced than at MIL2
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3.3 Practice Reference Notation

A number of practices within the domains are connected to other model practices. When this
occurs, the connecting practice is referenced using a notation that begins with the domain
abbreviation, a hyphen, the objective number, and the practice letter. Figure 3 shows an
SEFYLXS FNRY G(G(KS wAial alyl3SySyid R2YFAYY
R20dzYSYG SR O@06SNESOdzZNAGE& NRal YIFylr3aSysyi
Y2RSt dzZAAy3 KKISOg 20 GA2Y dGwa

Example: RM-1a

Domain Abbreviation-Objective Number Practice Letter

1. Establish Cybersecurity Risk Management Strategy

MIL1 No practice at MIL1

MIL2 a. There is a documented cybersecurity risk management strategy

b. Thre stategy provides an approach for risk prioritization, including considerati

c. Organizational risk criteria tolerance fordisk response approaches)efined

d. The risk management strategy is periodically updatetthéocafient threat
environment

e. An organizatispecific risk taxonomy is documented and is used in risk mana
activities

MIL3

Figure 3: Referencing an Individual Practice, Example: RM-1a
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4. USING THE MODEL

The C2M2 is meant to be used by an organization to evaluate its cybersecurity capabilities
consistently, to communicate its capability levels in meaningful terms, and to inform the
prioritization of its cybersecurity investments. Figure 4 summarizes the recommended
approach for using the model. An organization performs an evaluation against the model, uses
that evaluation to identify gaps in capability, prioritizes those gaps and develops plans to
address them, and finally implements plans to address the gaps. As plans are implemented,
business objectives change, and the risk environment evolves, the process is repeated. The
following sections discuss the preparation activities required to begin using the model in an
organization and provide additional details on the activities in each step of this approach.

Perform
Evaluation

Analyze
Identified
Gaps

Implement

Plans

Prioritize
and Plan

Figure 4: Recommended Approach for Using the Model

4.1 Prepare To Use the Model

A design goal of the model was to enable organizations to complete a self-evaluation for a
single function in less than one day without extensive study or preparation. This goal is
achieved in part because the model is supported by an evaluation survey and scoring
mechanism and the evaluation survey itself is performed in a workshop setting, led by a
facilitator who is familiar with the model content. An important component of successfully
completing the self-evaluation in one day is the selection of an effective facilitator. Generally
speaking, a C2M2 facilitator is not only someone who is familiar with the model and its
supporting artifacts but also someone who is effective at helping a group of people understand
their common objectives and assisting them in planning to achieve these objectives without
taking a particular position in the discussion.
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In addition to helping to execute the self-evaluation and interpret the results, the facilitator

helps the organization establish a scope for the model application. Though the C2M2 and its

supporting survey apply to an entire organization, the self-evaluation survey is typically applied

to a single function to maintain focus. Recall that the term functionrefers to the subset of the
operations of the organization that is being evaluated. The facilitator must work with the

organization to determine the survey scop@ the part of the organizationQa 2 LISNJ G A 2Vy &
the model and survey will be applied and the organizations supporting IT and OT. Selecting and
documenting the scope before completing the survey ensures that users of the survey results
understand to which part of the organization the results apply.

[N
.

More thorough guidance on using the model, selecting a facilitator, and scoping the evaluation
can be found in the supporting C2M2FacilitatorGuide’

4.2 Perform an Evaluation

The organization should select the appropriate personnel to evaluate the function in scope

against the model practices. Participation by a broad representation across the parts of the

organization being evaluated yields the best results and enables internal information sharing

about the model practices. Personnel selected to participate in the evaluation should include

operational personnel, management stakeholders, and any others who could provide useful
AYF2NXYIEGA2Y 2y GKS 2NBFYAT I 0A2YyQEamddS NF2NYI yOS

Upon completion of the evaluation, a scoring report is generated that shows maturity indicator
level results for each domain. This report provides a picture of the current state of practices
relative to the model for the unit evaluated. The report should be reviewed with the evaluation
workshop participants, and any discrepancies or questions should be addressed.

4.3 Analyze Identified Gaps

The scoring report from the evaluation will identify gaps in the performance of model practices.
The first analysis step for the organization is to determine whether these gaps are meaningful
and important for the organization to address.

It is not typically optimal for an organization to strive to achieve the highest MIL in all domains.
Rather, the organization should determine the level of practice performance and MIL
achievement for each domain that best enables it to meet its business objectives and
cybersecurity strategy. The organization should identify its desired capability profilet a target
MIL rating for each domain in the model. This collection of desired capabilities is the

2 NH | v A fargel prddilg Q &

For organizations using the model for the first time, a target capability profile is typically
identified after the initial evaluation. This gives the organization an opportunity to develop
more familiarity with the model. Organizations that have more experience with the model have
often identified a target capability profile before undergoing an evaluation. The appropriate
organizational stakeholders should select the desired profile. This might be a single individual

’ The C2M2 Facilitator Guide may be downloaded from http://energy.gov/node/795826.
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individuals.

The desired profile can then be examined against the results from the evaluation workshop to
identify gaps that are important to the organization because they represent differences from
the desired capability profile.

4.4 Prioritize and Plan

After the gap analysis is complete, the organization should prioritize the actions needed to fully
implement the practices that enable achievement of the desired capability in specific domains.
The prioritization should be done using criteria such as how gaps affect organizational
objectives, the importance of the business objective supported by the domain, the cost of
implementing the necessary practices, and the availability of resources to implement the
practices. A cost-benefit analysis for gaps and activities can inform the prioritization of the
actions needed.

Next, a plan should be developed to address the selected gaps. These plans can span a period
of weeks, months, or years, depending on the extent of improvements needed to close the
selected gaps and achieve the desired capability.

4.5 Implement Plans and Periodically Reevaluate

Plans developed in the previous step should be implemented to address the identified gaps.

Model evaluations are particularly useful in tracking implementations and should be conducted

periodically to ensure that desired progress is achieved. Reevaluations should also be

considered in response to major changes in the business, technology, market, or threat
SYG@ANRYYSyGa (2 SyadaNBE GKFG GKS OdzZNNByYy G LINBTFA
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Table 4 presents a more detailed outline of the C2M2 process as described in this chapter.

Table 4: Recommended Process for Using Evaluation Results

Inputs ) Activities = Outputs
Perform 1. C2M2 Sekvaluation 1. Conduct C2M2 Selfaluation C2M2 Self
Evaluation Policies and procedures Workshop with appropriate attend: Evaluation
Understanding of Report
‘ cybersecurity program
Analyze 1. C2M2 SeEvaluation Repor 1. Anal yze gaps i n Listofgaps
Identified 2 Organizationgl objectives 2. Evaluate potential consequences i and potential
Gaps Impact to critical infrastruc gaps consequences
‘ 3. Determine which gaps need attent
Prioritize 1. Listof gaps and potential 1. Identify actions to address gaps  Prioritized
and Plan consequences 2. Costbenefianalysis (CBA) on actio implementatio
2. Organizational constraints 3. Prioritize actions (CBA and plan
consequences)
‘ 4. Plan to implement prioritize action
Implement 1. Prioritized implementation 1. Track progress to plan Project trackir
Plans plan 2. Reevaluate periodically or in respc data

to major change




Cybersecurity Capability Maturity \Misiien 1.1

5. MODEL DOMAINS

5.1 Risk Management

Purpose: Establish, operate, and maintain an enterprise

cybersecurity risk management program to identify, analyze,
and mitigate cybersecurity risk to the organization, including its

business units, subsidiaries, relatecencbnnected
infrastructure, and stakeholders.

Cybersecurity risk is defined as risk to organizational
operations (including mission, functions, image, and
reputation), resources, and other organizations due to the
potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information, IT, and/or OT.
Cybersecurity risk is one component of the overall business risk
SYGANRYYSYyld YR FSSRa Ayi(2
management strategy and program. Cybersecurity risk cannot
be completely eliminated, but it can be managed through
informed decision making processes.

The Risk Management (RM) domain comprises three
objectives:

1. Establish Cybersecurity Risk Management Strategy
2. Manage Cybersecurity Risk

3. Management Activities

A cybersecurity risk management strategy is a high-level
strategy that provides direction for analyzing and prioritizing
cybersecurity risk and defines risk tolerance. The cybersecurity
risk management strategy includes a risk assessment
methodology, risk monitoring strategy, and cybersecurity
governance program. This includes defining the enterprise risk
criteria (e.g., impact thresholds, risk response approaches) that
guide the cybersecurity program discussed in the Cybersecurity
Program Management domain later in this model. The
cybersecurity risk management strategy should align with the
enterprise risk management strategy to ensure that
cybersecurity risk is managed in a manner that is consistent
gAlK
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RISK MANAGEMENT

Example: Risk Management

Anywhere Inc. has developed an
enterprise risk management strategy
identifiegsrisk tolerance and strategy
for assessing, responding to, and
monitoring cybersecurity risks. The
Board of Directors reviews this strate
annally to ensure that it remains
aligned with the strategic objectives
the organization.

Within this program, risk tolerances,
including compliance risk and risk to
delivery of essential services, are
identified and documented. Identifiec
risks are oerded in a risk register to
ensure that they are monitored and
responded to in a timely manner anc

F PN AT L A2y 0a

Anywhere Inc. maintains a network
architecture diagram that identifies
critical assets and shows how they
connected and which aresexposed
to the Internet. Resources like Web
servers that take requests from the
Internet are considered at higher ris
than those that do not. Assets that
directly support other assets with di
exposure, like the database server
behind a Web senae in the second
risk tier and so on. Anywhere Inc.
augments the risk assessment deri\
from the network architecture with it
cybersecurity architecture. Since thi
network diagram includes elements
firewalls and intrusion detection
devices,arsas et 6 s base
depending on how it is protected by
security controls

Final risk for each assetis a
combination of t
in delivering essential services and
exposure based on the network anc
cybersecurity architectures

YR odaAySaa
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Managing cybersecurity risk involves framing, identifying and assessing, responding to
(accepting, avoiding, mitigating, transferring), and monitoring risks in a manner that aligns with
the needs of the organization. Key to performing these activities is a common understanding of
the cybersecurity risk management strategy discussed above. With defined risk criteria,
organizations can consistently respond to and monitor identified risks. A risk registert a list of
identified risks and associated attributest facilitates this process. Other domains in this model,
including Event and Incident Response, Continuity of Operations, Threat and Vulnerability
Management, and Situational Awareness, refer to the risk register and illustrate how the
practices in the model are strengthened as they connect through a cybersecurity risk
management program.

Objectives and Practices

1. Establish Cybersecurity Risk Management Strategy

MIL1 Nopractice at MIL1

MIL2 a. There is a documented cybersecurity risk management strategy
The stategy provides an approach for risk prioritization, including consideration of ii

MIL3 c. Organizational risk critefigeCtive criteria that the organiza®fousvaluating, categori:
and prioritizing operational risks based ortafepante for rigkdrisk response
approaches) are defiaed available

d. The risk management strategy is periodically updated to reflect the ewnemintieneat
e. An organizatigpecific risk taxonomy is documented and is used in risk naantiggesel

2. Manage Cybersecurity Risk

MIL1 a. Cybersecurity risks are identified

b. Identified risks are mitigated, accepted, tolerated, or transferred
MIL2 c. Riskassessments are performed to identify risks in accordance méhagemskt strate
d. Identified risks are documented
e. ldentified risks are analyzed to prioritize response activities in accordance with the
management strategy
f. Identified risks am®nitored in accordance with the risk management strategy
g. Risk analysis is informed by network (IT and/or OT) architecture
MIL3 h. The risk management program defines and operates risk managemeptqéieesain

that implement the risk managstregiegy
i. A current cybersecurity architecture is ingetisk analysis
j. Arisk register (a structured repository of identified risks) is used to support risk mani
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3. Management Activities

MIL1 No practice at MIL1

MiL2

Documented practices are followed for risk management activities
Stakeholders for risk management activities are identified and involved

Adequate resources (people, funding, and tools) are provided tonsunametiesk activi

Standards and/ordglines have been identified to inform risk management activities

MIL3

a
b
C.
d.
e
f.
g
h

Risk management activities are guided by documented policiemnizatiwral directive
Risk management policies include compliance requirements for specified sgaiiizide:
Risk management activities are periodically reviewed to ensure conformance with
Responsibility and authority for the performance of risk managenaeshssignides
personnel

Personnel performing risk management activitiesdia@iseeand knowledge neegbenlftym
their assigned responsibilities
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ASSET, CHANGE, AND
CONFIGURATION MANAGEMENT

5.2 Asset, Change, and Configuration Management

t dzZN1J2 4 SY
both hardware and software, commensurate with the risk to
critical infrastructure anarganizational objectives.

An asset is something of value to an organization. For the
purposes of this model, assets to be considered are IT and OT
hardware and software assets, as well as information essential
to operating the function.

The Asset, Change, and Configuration Management (ACM)
domain comprises four objectives:

1. Manage Asset Inventory

2. Manage Asset Configuration
3. Manage Changes to Assets
4

Management Activities

An inventory of assets important to the delivery of the function
is an important resource in managing cybersecurity risk.
Recording important information, such as software version,
physical location, asset owner, and priority, enables many
other cybersecurity management activities. For example, a
robust asset inventory can identify the deployment location of
software that requires patching.

Managing asset configuration involves defining a configuration
baseline for IT and OT assets and ensuring that assets are
configured according to the baseline. Most commonly, this
practice applies to ensuring that similar assets are configured
in the same way. However, in cases where assets are either
unique or must have individual configurations, managing asset
configuration involves controlling the configuration baseline of
the asset when it is deployed for operation and ensuring that
the asset remains configured according to the baseline.

al yI 38 @neGTasgetsHriclyding | 1 A2y 0a L ¢

Example: Asset Change and
Configuration Management

Anywhertnc.hasan asset database.
Within that database, technology as:
are identified and prioritized based c
importance to the generation functio
The database includes attributes tha
support cybersecurity operations, su
as hardware and software versions,
physical location, security requireme
(business needs
confidentiality, integrity, and availabi
asset owner, and versiapplied
configuration baseline

Anywhere Inc. uses this information
cybersecurity risk management
activities, including identifying whict
systems may be affected by softwal
vulnerabilities, prioritizing cyberseci
incident response, and planning
disaster recovery

To maintain change traceability and
consistency, Any
management activities ensure that tl
asset database remains current as
configurations change. All important
decisions about assets are
communicated to stakeholders,
including the asset owner, so that
potential impacts to the function are
efficiently managed.

Managing changes to assets includes analyzing requested changes to ensure they do not
introduce unacceptable vulnerabilities into the operating environment, ensuring all changes
follow the change management process, and identifying unauthorized changes. Change control
applies to the entire asset life cycle, including requirements definition, testing, deployment and

maintenance, and retirement from operation.
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Objectives and Practices

1. Manage Asset Inventory

There is an inventory of OT and IT assets that are important to the delivery of the fu
There is an inventory of information assets that are important to the delivery of the fi
SCADA set poirtgstomer information, financial data)

Inventory attributes include information to support the cybersecurity strategy (e.g., Ic
owner, applicable security requirements, service dependencies, service leaidigree!
conformance afsets to relevant industry standards)

Inventoried assets are prioritized based on their importance to the delivery of the ful

MiL1 a.
b.
MiL2 c.
d.
MIL3 ]?-

There is an inventfyall connect&dandOT assets related to the delivery of the functio
The asset inventory is current (as defined by the organization)

2. Manage Asset Configuration

MIL1 a. Configuration baselines are established for inventoried assets where it is desirable 1
multiple assets are configured similarly
b. Configuration baselines are used to configure assets at deployment
MIL2 c. The design of configuration baselines includes cybersecurity objectives
MIL3 d Configuration of assets are monitored
e. Configuration baselines are reviewed and atpalat@djanizationdifined frequency

3. Manage Changes to Assets

MiL1 a.
b.

Changes to inventoried assets are evaluated before being implemented
Changes to inventoried assets are logged

MiL2

C.
d.

Changes tassets are tested prior to being deployed, whenever possible
Change management practices addresdifineyalef assets (i.e., acquisition, deployme
operation, retirement)

MIL3

™o

Changes to assets are tested for cybersecurity impact prior to being deployed
Change logs include information about modifieaiimpsct the cybersecurity requiremel
assets (availability, integrity, confidentiality)
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4. Management Activities

MIL1 No practice at MIL1
MIL2 a. Documented practices are followed for asset inventory, configuration, and change n
activities
b. Stakeholders for asset inventory, configuration, and change management activities
and involved
c. Adequateesources (people, funding, and tools) are provided to support asset invent
configuration, and change management activities
d. Standards and/or guidelines have been identified to inform asset inventory, configur
change management activities
MIL3 e. Asset inventory, configuration, and change management activities are guided by do
policies or other organizational directives
f. Asset inventory, configuration, and change mamageie=iriclude compliance requirem
for specified standaads/or guidelines
g. Asset inventory, configuration, and change management activities are periodically r
ensure conformance with policy
h. Responsibility and authority for the performance of asset inventory, configuration, a

management acikdgareassigned to personnel
Personnel performing asset inventory, configuration, and change management activ
skills and knowledge needed to perform their assigned responsibilities
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5.3 Identity and Access Management

Purpose: Create and manage identities for entities that may

0S ANIYGSR t23A0!I ¢
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commensurate with the risk to critical infrastructure and
organizational objectives.

For the purposes of this domain, access control applies to
logical access to assets used in the delivery of the function,
physical access to cyber assets relevant to the function, and
automated access control systems (logical or physical)
relevant to the function. Improper access management
practices can lead to unauthorized use, disclosure,
destruction, or modification, as well as unnecessary
exposure to cybersecurity risks.

The Identity and Access Management (IAM) domain
comprises three objectives:

1. Establish and Maintain Identities
2. Control Access

3. Management Activities

Establishing and maintaining identities begins with the
provisioning and deprovisioning (removing available identities
when they are no longer required) of identities to entities.
Entities may include individuals (internal or external to the
organization) as well as devices, systems, or processes that
require access to assets. In some cases, organizations may
need to use shared identities. Management of shared
identities may require compensatory measures to ensure an
appropriate level of security. Maintenance of identities
includes traceability (ensuring that all known identities are
valid) as well as deprovisioning.

2NJ LIK&aao
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Exgmple; IdgnytgandAceess, « &
%

Anywhere Inc. decides to upgrade
multiple identity and access manager
(IAM) systems to a system that is cag
of supporting multifactor authenticatic
The organization believes that reducil
the number of IAM systems that it
manages will enable nediective
access management.

As Anywhere Inc. prepares to migrate
legacy systems to the new IAM syste
discovers that some former employee
still have active accounts, some curre
employees have more access than is
required for their role, and some
enployees who have changed roles
within the organization still have activ
accounts on systems to which they ne
longer require access.

Anywhere Inc. updates its identity
management processes to include
coordination WRtHh
processes to help ensure that whene
user changes roles or leaves the
organization, his or her access will be
reviewed and updated appropriately.

Anywhere Inalso institutes a quarterly
review to ensure that access granted 1
organi zationds as
requirements.

Controlling access includes determining access requirements, granting access to assets based on
those requirements, and revoking access when it is no longer required. Access requirements are
associated with assets and provide guidance for which types of entities are allowed to access the
asset, the limits of allowed access, and authentication parameters. For example, the access
requirements for a specific asset might allow remote access by a vendor only during specified
and preplanned maintenance intervals, and might also require multifactor authentication for
such access. At higher maturity indicator levels, more scrutiny is applied to the access being
granted. Access is granted only after considering risk to the function, and regular reviews of

access are conducted.
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Objectives and Practices

1. Establish and Maintain Identities

MIL1 a. lIdentities are provisioned for personnel and other entities (e.qg., services, devices) who
to assets (note that this dogwreaciude shared identities)
b. Credentials are issued for personnel and other entities that require accegs passaeirste
smart cards, certificates, keys)
c. Identities are deprovisioned when no longer required
MIL2 d. Identity repositories are periodically reviewed and updated to ensure validityh@aetheo er
identities still need access)
e. Credentialsre periodically reviewed to ensure that they are associated with the correct pe
f. ldentities are deprovisioned within organizd¢ifimadlytime thresholds whéonger required
MIL3 9. Requirements for credentials are informed bygh@ ni z at i on 6 s rcredektial

for higher risk acce&dy#(Lc)

2. Control Access

mMiL1 &

Access requirements, including those for remote access, are determined (access requ
associated with assets and provide gumtanwbich types of entities are allowed to access
asset, the limits of allowed access, and authentication parameters)

Access is granted to identities based on requirements

Access is revoked when no longer required

MiL2

~oaloo

Access requirements incorporate least privigsgaeation of duties principles

Access requests are reviewed and appraedisset owner

Root privileges, administrative access, emergency access, and shared accounts recei
scrutiny andanitoring

MIL3

T@

Access privileg ae reviewed and updated to ensure validity, at an organizationally define:
Access to assets is granted by the asset owner based on risk to the function
Anomalous access attempts are monitored as indigiaéoseodirity events

3. Management Activities

MIL1 No practice at MIL1

MiL2 &
b

C.

Documented practices are followed to establish and maintain identities and control acc
Stakeholders for access and identity management activities are idealfeztl and
Adequate resources (people, funding, and tools) are provided to support access and ic
management activities

Standards and/or guidelines have been identified to inform access and identity manags

MIL3

o

Access andentity management activities are guided by documented policies or other or¢
directives

Access and identity management policies include compliance requirements for specified
guidelines

Access and identity managemetitiexctre periodically reviewed to ensure conformance wi
Responsibility and authority for the performance of access and identity management act
assigned to personnel

Personnel performing access and identity managereshisaetithig skills and knowledge nee
perform their assigned responsibilities
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THREAT AND VULNERABILITY MANAGEMENT

5.4 Threat and Vulnerability Management

PurposeEstablish and maintain plans, procedures, and
technologies to detect, identify, analyze, manage, and
respond to cybersecurity threats and vulnerabilities,
O2YYSyadz2N» 4GS 6AGK
infrastructure (e.g., critical, IT, operational) and
organizational objectives.

A cybersecurity threat is defined as any circumstance or
event with the potential to adversely impact organizational
operations (including mission, functions, image, or
reputation), resources, or other organizations through IT,
OT, or communications infrastructure via unauthorized
access, destruction, disclosure, modification of information,
and/or denial of service. Threats to IT, OT, and
communication infrastructure assets vary and may include
malicious actors, malware (e.g., viruses and worms), and
Distributed Denial of Service DDoS attacks.

A cybersecurity vulnerability is a weakness or flaw in IT, OT,
communications systems or devices, procedures, or internal
controls that could be exploited by a threat.

The Threat and Vulnerability Management (TVM) domain
comprises three objectives:

1. ldentify and Respond to Threats
2. Reduce Cybersecurity Vulnerabilities

3. Management Activities

Threat identification and response begins with collecting

(KS NA &I

Example: Threat and Vulnerability

Management
i2 0KS
Anywhere Inc. examined the types of th
that it normally responds to, including
malicious software, desfisérvice attacks,
and activist cyber attack groups. This
information has been used to develop
Anywhere I nc. 06s do
Anywhere Inc. has identified reliable sot
of information to enable rapid threat
identification and is able to consume an
analyze pubhed threat information, from
sources such as the United States Com
Emergency Readiness TearCER),
Information Sharing and Analysis Cente
(ISAG), industry associations, or Industri
Control Systems Cyber Emergency
Response Team (ICBRT), rad begin
effective response.

When reducing cybersecurity vulnerabilit
Anywhere Inc. useskbeum of Incident
Response and Security Teams (FIRST)
Common Vulnerability Scoring System ((
to better identify the potential impacts of
software vulnerabilities. This allows the
organization to prioritize reduction activiti
according to the importance of the
vulnerabilities

useful threat information from reliable sources, interpreting that information in the context of
the organization and function, and responding to threats that have the means, motive, and
opportunity to affect the delivery of services. A threat profile includes characterization of likely
intent, capability, and target of threats to the function. The threat profile can be used to guide
the identification of specific threats, the risk analysis process described in the Risk Management
domain, and the building of the COP described in the Situational Awareness domain.

Reducing cybersecurity vulnerabilities begins with collecting and analyzing vulnerability

2NHF VAT I GAZ2

information. Vulnerability discovery may be performed using automatic scanning tools, network

penetration tests, cybersecurity exercises, and audits. Vulnerability analysis should consider the

@dzft yYSNIroAfAGeQa €20t AYLIOG o0GKS LRGSYOGAlLt S
well as the importance of the exposed asset to the delivery of the function. Vulnerabilities may
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be addressed by implementing mitigating controls, monitoring threat status, applying
cybersecurity patches, or through other activities.

Objectives and Practices

1. Identify and Respond to Threats

MIL1 a. Information sources to support threat management activities &eegid&/SifieT, various
critical infrastructure sector ISAGEHRE, industry associations, vendors, federal brief
b. Cybersecurity threat information is gathered anddritarfiretfunction
c. Threats that are considered important to the function are addressed (e.g., implemer
controls, monitor threat status)

MIL2 d. A threat profile for the function is established that includes characterizatiorcafalkéty,
and target of threats to the function
e. Threat information sources that address all components of the threat profile are priorit
monitored
Identified threats are analyzed and prioritized
Threats are addressed according to the assigged priori

The threat profile for the function is validated at an omgfimeativaquency

Anal ysis and prioritization of t lcrteiat
(RM1c)

j. Threat information is added to the risk flRiyR{er

b= (o] bl

MIL3

2. Reduce Cybersecurity Vulnerabilities

MIL1 a. Information sources to support cybersecurity vulnerability discovery(eug itlEeiERd,
various critical infrastructure sector ISACERTSndustry associations, vendors, feder
briefingsinternal assessménts

b. Cybersecurity vulnerability information is gathered and interpreted for the function
c. Cybersecurity vulnerabilities that are considered important to the function(arg. addre
implement mitigating controls, appiyexyréy patches)

MIL2 d. Cybersecurity vulnerability information sources that address all assets important to

monitored

e. Cybersecurity vulnerability assessments are performed (e.g., architectural reviews,
testing, cybersecueitgrcises, vulnerability identification tools)

f. ldentified cybersecurity vulnerabilities are analyzed and prioritized (e.g., NIST Comr
Scoring System could be used for patches; internal guidelines could be used to prio
of wlnerabilities)

g. Cybersecurity vulnerabilities are addressed according to the assigned priority

h. Operational impact to the function is evaluated prior to deploying cybersecurity patc
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2. Reduce Cybersecurity Vulnerabilities (cont.)

MIL3 I. Cybersecuritylnerability assessments are performed for all assets important to the ¢
function, at an organizatiefined frequency
j.  Cybersecurity vulnerability assessments are informed by@h@fumgtoizat@®nrisk
criteriaRM1c)
k. Cyberseurity vulnerability assessments are performed by parties that are independe
operations of the function
. Analysis and prioritization of <cybers
organi zati BMI8)s) risk criteria (
m. Cybersecity vulnerability information is added to the risiRiegigter (
Risk monitoring activities validate the responses to cybersecurity vulnerabilities (e.g
patches or other activities)

>

3. Management Activities

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for threat and vulnerability management activitie
. Stakeholders for threat and vulnerability management activities are identified and in
c. Adequate resources (people, funding, and tools) are providedreasapgoihérability
management activities
d. Standards and/or guidelines have been identified to inform threat anuandgenalaiity
activities

MIL3 e. Threat and vulnerahitighagement activities are guided by documented policies or otl

organizational directives

f. Threat and vulnerability managpatiergs include compliance requirements for specifie
standards and/or guidelines

g. Threat and vulnerability management activities are periodically revieomddmesnscee
with policy

h. Respnsibility and authority for the performance of threat and vulnerabilityaotasitdegem
areassigned to personnel

i. Personnel performing threat and vulnerability management activities havienihvs|skidje
needed to perform their assignazhedsifities
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5.5 Situational Awareness

. o o . Example: Situational Awareness
Purpose: Establish and maintain activities and technologies to P

collect,analyze, alarm, present, and use operational and Anywhere Inc. identified the assets t
cybersecurity information, including status and summary are essential to the delivery of the
information from the other model domains, to formacommon or gani zati onods f
operating picture (COP). the personnel monitor a number of
resources that provide reliable
Situational awareness involves developing near-real-time cybersecurity information, including
knowledge of a dynamic operating environment. In part, this is vendors and WEERT.
accomplished through the logging and monitoring of IT, OT, Further, Anywhere Inc. determined t
and communication infrastructure assets essential for the indicators of an emerging threat ofte
delivery of the function. It is equally important to maintain reside in different parts of the
knowledge of relevant, current cybersecurity events external organization. Building Security track

visitors, the Helpdesk responds to
strange laptop behavior, shipping kn
about packages, and the sgteain
monitors network events and extern;

to the enterprise. Once an organization develops a COP, it can
align predefined states of operation to changes in the
operating environment. The ability to shift from one

predefined state to another can enable faster and more sources. Each day, the security tean
effective response to cybersecurity events or changes in the gathers information from other
threat environment. departments, adds their own data, a
produces a COP for the rest of the
The Situational Awareness (SA) domain comprises four organization. The COP summarizes
objectives: current state of operations asioipr
coded scale and is posted on the we
1. Perform Logging the control room as well as on the
2. Perform Monitoring corporate intranet site.
3. Establish and Maintain a Common Operating Picture When the COP suggests a need for

heighted security, visitors are screer

4. Management Activities more Cal’efu||y, the He|pdeSk CondU(
malware scans on misbehéaiigps,

[ 233Ay3 &aK2dzZ R 6S Syl of SR 0| @ RumanyesourcesSends auti S i &

impact to the function. For example, the greater the potential reminders about phishing. Senior

impact of a compromised asset, the more data an organization management reviews the COP and |
might collect about the asset prepared should extraordinaryd@ctior

like shutting down the Web kde
required. At the highest state of aler
they change firewall rule setstttres
nonessential protocols like video

The condition of assets, as discovered through monitoring,
contributes to an operating picture. Effectively communicating
the operating picture jco reIevaht decision makers is the conferencing, delay all but emergen:
essence of a COP. While many implementations of a COP may change requests, and put the
include visualization tools (e.g., dashboards, maps, and other cybersecurity incident response tear
graphical displays), they are not necessarily required to achieve standhv

the goal. Organizations may use other methods to share a

VRN A 7
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Objectives and Practices

1. Perform Logging

MIL1 a. Logging is occurring for agsgtsrtant to the function where possible
MIL2 b. Logging requirements have been defined for all assets important to the functbn (e.c
activity and coverage of assets, cybersecurity requirements [confidentaéifamliegity
c. Log datare being aggregated within the function
MIL3 d. Logging requirements are based on the risk to the function
e. Log data support other business and security processes (e.g., incident response, ass

2. Perform Monitoring

MIL1 a. Cybersecurity monitoring activities are performed (e.g., periodic reviews of log data)
b. Operational environments are monitored for anomalous behavior that may indicate
event
MIL2 c. Monitoring and analysis requirements have been deéirieddioon and address tireeigw
of event data
d. Alarms and alerts are configuredindheddentification of cybersecurity @Rt}
e. Indicators of anomalous activity have been defined and are monitored across the ope
environment
f. Monbring activities are alNMldned wit h t
MIL3 g. Monitoring requirements are based on the risk to the function
h. Monitoring is integrated with other business and security processes (e.g., incident re
maragement)
i.  Corinuous monitoring is performed across the operational environment to identify anc
j- Risk registeRfA2)) content is used to identify indicators of anomalous activity
k. Alarms and alerts are configured according to indicators of andtyalous acti

3. Establish and Maintain a Common Operating Picture (COP)

MIL1 No practice at MIL1

MIL2 a. Methods of communicating the current state of cybersecurity for the functionzareé est
maintained
b. Monitoring data are aggregated to arowidierstanding of the operastatal of the functio
(i.e., a common operating picture; a COPmagyot includesualization or be presented
graphically)
c. Information from across the organization is available to enhancedheratingpicture
MIL3 d. Monitoring data are aggregated to provicaftieae understanding of the cybersstataty
for the function to enhance the common operating picture
e. Information from outside the organization is collected to enhanceoiberatmgnpacture

—h

Predefined states of operation are defined and invoked (manual or autorased oroce
the common operating picture
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4. Management Activities

MIL1 No practice at MIL1
MIL2 a. Documented practices are followed for logging, monitoringctwideSOP
. Stakeholders for logging, monitoring, and COP activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to support loggind, m:
COP activities
d. Standards and/or guidelines have been idemifioech logging, monitoringC@®activities
MIL3 e. Logging, monitoring, and COP activities are guided by documented poligeszatmthah

directives

Logging, monitoring, and @Dé&es include compliance requirements for sizatuiteds
and/or guidelines

Logging, monitoring, and COP activities are periodically reviewed to ensuneittopdicy
Responsibility and authority for the performance of logging, monitoring, anéu@OP ac
assigned to personnel

Personnglerforming logging, monitoring, and COP activities have the skills anddden
to perform their assigned responsibilities
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INFORMATION SHARING
AND COMMUNICATIONS

5.6 Information Sharingand Communications

Purpose: Establish and maintain relationships witernal and

external entities to collect and provide cybersecurity

information, including threats and vulnerabilities, to reduce
risks and to increase operational resilience, commensurate with

the risk to critical infrastructure and organizational objees.

The objective of information sharing is to strengthen
cybersecurity, within an organization or within a critical
infrastructure (or industry) sector, by establishing and
maintaining a framework for interaction within an
organization, among organizations as well as between
organizations and the government.

The Information Sharing and Communications (ISC) domain
comprises two objectives:

1. Share Cybersecurity Information

2. Management Activities

Sharing cybersecurity information begins with gathering
cybersecurity information relevant to the functional or
organizational unit within an entity. This information is
available from many sources, including vendors, government
entities, and peers. Essential to the security posture of any
entity is the sharing of different types of risk-related
information, which makes the secure distribution of this
information important to the security of the entity. As threats
are responded to and vulnerabilities are discovered,
organizations should ensure that relevant data is effectively
and appropriately shared so that peers may also reduce their
risk and improve resilience. Forums, such as the Information
Sharing and Analysis Centers in many critical infrastructure
sectors, can facilitate this sharing.

Example: Information Sharing and
Communications

Anywhere Inc. worked with trade grc
to find and maintain informal
connections with other organizations
This worked sufficiently well for a va
of issues without critical deadlines.
However, new security and-cyber
related issues with critical deadlines
strained this informal method of shal
and communications.

Remgnizing the need for more
significant relationships, the organizi
decided to formalize ties to industry
groups that will inform it of news anc
issues; engage with vendors with wt
it has significant investment; and
participate with regional, statke, a
government organizations that adva
thought leadership and practical
guidance.

As part of this effort, Anywhere Inc.
partners with others to establish a
secure, confidential informsltiaring
environment that enables organizati
to share cyberseityiinformation
without attribution. Within this
environment, organizations are free
disclose cybersecurity information a:
well as share technical expertise to
overcome cybersecurity challenges.
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Objectives and Practices

1. Share Cybersecurity Information

MiL1 a.
b.

Information is collected from and provided to selected individuals and/or organizatio
Responsibility for cybersecurity reporting obligations are assigned to personnel (e.g
reporting, IGSERT law enforcement)

MiL2 C.

— o

Informatiesharing stakeholders are identified based on their relevance to the continue
the function (e.g., connected organizations, vendors, sector organizations, regulatoys,
Information e®llected from and provided to identified infehaatigrstakeholders
Technical sources are iderttif@chn be consulted on cybersecurity issues

Provisions are established and maintained to enable secure sharing of sensitive or «
informaobn

Informatiesharing practices address both standard operations and emergency opere

MIL3

L

Informatiesharing stakeholders are identified based on shared interest ritiodl risk to
infrastructure

The functiaor the organizatisarticipatesith information sharing and analysis centers
Informatiesharing requirements have been defined for the function and address time
dissemination of cybersecurity information

Procedures are in place to analyze-eoudfiie received information

Anetwork of internal and external trust relationships (fminfatieuad) has beestablished
to vet and validate information about cyber events

2. Management Activities

MIL1 No practice at MIL1

MiL2

Documented practices are followefbforatiesharing activities

Stakeholders for informadiaming activities are identified and involved

Adequate resources (people, funding, and tools) are provided to suppsiranirigreciviie:
Standards and/or guidelines havédeedfied to inform informahiaring activities

MIL3

a
b
C.
d.
e
f.
g
h

Informatiesharing activities are guided by documented policies or other odiyacthaton
Informatiesharing policies include compliance requirements for specified standardsear
Informatiesharing activities are periodically reviewed to ensure conformance with pc
Responsibility and authority for the performance of isf@rmagiaativitieeeassignetb
personnel

Personnel performing inforrrstiammg activitibave the skills and knowledge needed to
perform their assigned responsibilities

Informatiesharing @icies address protected informaatiethical use and sharing of
information, including sensitive and classified information as appropriate
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5.7 Event and Incident Response,
Continuity of Operations

Purpose: Establish and maintain plans, procedures, and
technologies to detect, analyze, and respond to cybersecurity
events and to sustain operations throughout a cybersecurity
event, commensurate with the risk to critical infrastructure and
organizational objectives

A cybersecurity event in a system or network is any observable
occurrence that is related to a cybersecurity requirement
(confidentiality, integrity, or availability of assets). A
cybersecurity incident is an event or series of events that
significantly affects or could significantly affect critical
infrastructure and/or organizational assets and services and
requires the organization (and possibly other stakeholders) to
respond in some way to prevent or limit adverse impacts.

The Event and Incident Response, Continuity of Operations (IR)
domain comprises five objectives:

Detect Cybersecurity Events
Escalate Cybersecurity Events and Declare Incidents
Respond to Incidents and Escalated Cybersecurity Events

Plan for Continuity

A

Management Activities

Detecting cybersecurity events includes designating a forum
for reporting events and establishing criteria for event
prioritization. These criteria should align with the cybersecurity
risk management strategy discussed in the Risk Management

EVENT AND INCIDENT RESPONSE,
CONTINUITY OF OPERATIONS

Example: Event and Incident
Response, Continuity of Operatiol

Anywhere Inc. purchased a helpdes
tracking system to log and track
important cybersecurity events. On t
wall in their shared working area,
Anywhere Inc. posted a chart that
identifies criteria for escalating
cybersecurity events, which include
muste notified and response time
objectives. When the organization
experiences a cybersecurity inciden
the incident response plan requires 1
the incident be logged and
communicated to key stakeholders.
reporting process includes those
responsible foommunicating the
common operating picture describec
theSituational Awarendssnain.

Anywhere Inc. tests its disaster reco
plan annually to ensure that it can
continue to meet recovery time
objectives for its functional and
organizational unitglahat it has a
good understanding of the restoratic
path for its assets.

domain, ensure consistent valuation of events, and provide a means to determine what
constitutes a cybersecurity event, when cybersecurity events are to be escalated, and the

conditions that warrant the declaration of cybersecurity incidents.

Escalating cybersecurity events involves applying the criteria discussed in the Detect
Cybersecurity Events objective to determine when an event should be escalated and when an
incident should be declared. Both escalated cybersecurity events and cybersecurity incidents
should be managed according to a response plan. Escalated cybersecurity events and declared
incidents may trigger external obligations, including reporting to regulatory bodies or notifying
customers. Correlating multiple cybersecurity events and incidents and other records may

uncover systemic problems within the environment.
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Responding to escalated cybersecurity events requires the organization to have a process to
limit the impact of cybersecurity events to its functional and organizational units. The process
should describe how the organization manages all phases of the incident life cycle (e.g., triage,
handling, communication, coordination, and closure). Conducting lessons-learned reviews as a
part of cybersecurity event and incident response helps the organization eliminate the
exploited vulnerability that led to the incident.

Planning for continuity involves the necessary activities to sustain the critical operations of the
organization in the event of an interruption such as a severe cybersecurity incident or a
disaster. Business impact analyses enable the organization to identify essential assets and
associated recovery time objectives. Continuity plans should be tested and adjusted to ensure
they remain operable.

Objectives and Practices

1. Detect Cybersecurity Events

MIL1 a. There is a point of contact (person or role) to whom cybersecuority eeeptsted
b. Detectedybersecurity events are reported
c. Cybersecurity eventslagged and tracked
MiL2 d. Criteria are established for cybersecurity event detection (e.g., what constitite®da ev
look for events)
e. There is a repository where cybersecurity events are logged based on the establishec
miL3 f Eventnformation is correlated to support incident analysis by identifying patetratheen
common features
g Cybersecurity event detection activitdi
register (R&]) and threat profilgNLd) to help detect known threats and monitor for identi
h. The common operating picture for the function is monitored to support the identificatic

cybersecurity evef84:3a)

2. Escalate Cybersecurity Events and Declare Incidents

MiL1 &

Criteria for cybersecurity event escalation are established, including cybersecurity inc
declaratiocriteria

b. Cybersecurity events are analyzed to support escalation antichetieghmasecurity incid
c. Escalated cybersecurity eveniseddnts are logged and tracked
miL2 d. Giteria forybersecurity event escalation, including cybersecurity incident criteria, are €
based on the potential impact to the function
e. Criteria forybersecurity event escalation, including cybeirsgident declaration criteria, art
updated at an organizadefined frequency
f. There is a repository where escalated cybersecurity events and cybersecurity inciden
and tracked to closure
MIL3 9. Ciriteria for cybersecurity event escalaliming cybersecurity incident declaration criteria, ¢
adjusted according to i nf or2pandihreatprofile (ddy
h. Escalated cybersecurity events and declared cybersecurity incidents inform th@rgpmn

picturgSA3a) for the function
Escalated cybersecurity events and declared incidents are correlated to support the d
patterns, trends, and other common features
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3. Respond to Incidents and Escalated Cybersecurity Events

MLt &
b.

Cybersecurity event and incident response personnel are identified and roles are assi
Responses to escalated cybersecurity events and incidents are toniii@iriergadt to the
function and restore normal operations

Reporting of escalated cybarig events and incidents is performed (e.qg., internal@C&por
CERTrelevant ISACs

mL2 d

—

Cybersecurity event and incident response is performed according to defined procedt
all phases of the incidiéntyclée.g., triage, handling, communication, coordination, and
Cybersecurity event and incident response plans are exercised at ardefiyeul Zegiquenc
Cybersecurigwent and incideasponse plans addridsandOT assets important e delivery
of the function

Training is conducted for cybersecurity event and incident response teams

MIL3

2L

Cybersecurity event and incidesctres® analysis and lesdeased activities are perfgrme:
and corrective actions are taken

Cybersecurity exeand incident responses are coordinated with law enforcement and o
government entities as appropriate, including support for evidence collection and pres
Cybersecurity event and incident response personnel participate in joint>aioesesauitlhy
other organizations (e.g., table top, simulated incidents)

Cybersecurity event and incident response plans are reviewed and updated atckfined
frequency

Cybersecurity event and incident response activities are cooreleatet eitternal entities

.Cybersecurity event and incident (R&scpo

and threat profile/(M1d)

Policy and procedures for reporting cybersecurity event and incidentde&igmaitésh to
auhorities conform with applicable laws, regulations, and contractual agreements
Restored assets are configured appropriately and inventory information is ugda®ditol
of response plans

4. Plan for Continuity

MIL1 @ The activities necesgargustain minimum operatibtie function are identified
b. The sequence of activities necessary to return the foratiainofperation is identified
c. Continuity plans are developed to sustain and restore operation of the function
MiL2 d. Business impantalyses inform the development of continuity plans
e. Recovery time objectfi®EO) and recovery point objectivesfORE®)function are incorpor:
into continuity plans
f. Continuity plans are evaluated and exercised
MIL3 g. Business impact analysepatiedically reviewed and updated
h. RTCandRP@r e al i gned wi t hRMiche functionés
i. The results of continuity plan testing and/or activation are compared to recoxedybées
are improved accordingly
j- Continuity plans are paaily reviewed and updated
k. Restored assets are configured appropriately and inventory information is upda®ditol

of continuity plans
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5. Management Activities

MIL1 No practice at MIL1
MIL2 a. Documented practices are followsdbéosecurity event and incident response as well &
continuity of operations activities
b. Stakeholders for cybersecurity event and incident response as well as continuity of
activities are identified and involved
c. Adequate resources (peoplenfyratid tools) are provided to support cybersecurity eve
incident response as well as continuity of operations activities
d. Standards and/or guidelines have been identified to inform cybersecurity event and
response as well as continuwiyeoations activities
MIL3 e. Cybersecurity event and incident response as well as continuity of operations activit

by documented policies or other organizational directives

Cybersecurity event and incident response as well as contiatidtysodlmpes include
compliance requirements for specified standards and/or guidelines

Cybersecurity event and incident response as well as continuity of operations activit
periodically reviewed to ensure conformance with policy

Responsibilitpé authority for the performance of cybersecurity event and incident re
well as continuity of operations acirgtesigned to personnel

Personnel performing cybersecurity event and incident response as well as continui
activties have the skills and knowledge needed to perform their assigned responsibil
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5.8 Supply Chain and
External Dependencies Management

Purpose: Establish and maintain controls to manage the
cybersecurity risks associated with services and assets
that are dependent on external entities, commensurate

with the risk to critial infrastructure and organizational Anywhere Inc. receives products and se

objectives frommultiple vendors. Recently, the

hei d denci inf organization began to work with a new vi
As the interdependencies among infrastructures, that, during the normal course of busines

operating partners, suppliers, service providers, and have access to sensitive data and syster
customers increase, establishing and maintaining a
comprehensive understanding of key relationships and

Example: Supply Chain and External
Dependencies Management

Within the contract for the project, Anywh
Inc. mandated the nondisclosure a¥sensi

managing their associated cybersecurity risks are dataAnywhere Ingiso specified
essential for the secure, reliable, and resilient delivery of cybersecurity requirements for the handlir
the function. communication, and storage of its informe
requiring that it would be encrypted both i
This model classifies external dependencies as supplier or transit and in storage. The cybersecurity
customer. Supplier dependencies are external parties on requirements also stated that passwokd
which the delivery of the function depends, including cryptographic keys would be properly mau
operating partners. Customer dependencies are external and they specified strict limits and control:
parties that depend on the delivery of the function, the vendor personnel and systems that w

have access to Any:
data during deployment, operations, and
Supply chain risk is a noteworthy example of a supplier maintenance. AdditionallywAere Inc.

dependency. The cybersecurity characteristics of products conducted a review
and services vary widely. Without proper risk (including the ven.

' . . ith . liers), .
management, they pose serious threats, including \éwte Leipfcf t? It; sugp;e;s)i pgar;[]lup?teeq

including operating partners.

s’oftwar? ovf unk_nowP provenance avnd counttverf’eit . system, and plans to conduct perjodic au
oLlZ2ZaaArotée YIFItAOA2dzauv KI NR I kddivdred I3y St lto)erfsure lth &t thedved
proposal often give suppliers of high-technology systems, continues to meet its obligations.
devices, and serwce;s only rough speuflcatlons, W!‘IICh may When the vendor supplied equipment,
lack adequate requirements for security and quality Anywhere Inc. carried out an inspection 1
assurance. The autonomy organizations often give to their verify that the hardware, software, and
individual business units further increases the risk, unless firmware were authentic and that initial
procurement activities are constrained by plan or policy configurations waseagreed upon. To
to include cybersecurity requirements. accomplish this, Anywhere Inc. conducte
random sample audits, which included vi
The Supply Chain and External Dependencies confirming serial numbers with the hardw
Management (EDM) domain comprises three objectives: manufacturer (to help detect counterfeits
verifying digital signatures for associated
1. ldentify Dependencies software and fiuare, and checking initial

) configuration settings for conformance.
2. Manage Dependency Risk

3. Management Activities
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Identifying dependencies involves establishing and maintaining a comprehensive understanding
of the key external relationships required for the delivery of the function.

Managing dependency risk includes approaches such as independent testing, code review,
scanning for vulnerabilities, and reviewing demonstrable evidence from the vendor that a
secure software development process has been followed. Contracts binding the organization to
a relationship with a partner or vendor for products or services should be reviewed and
approved for cybersecurity risk mitigation, such as contract language that establishes vendor
responsibilities for meeting or exceeding specified cybersecurity standards or guidelines.
Service level agreements can specify monitoring and audit processes to verify that vendors and
service providers meet cybersecurity and other performance measures.

Objectives and Practices

1. Identify Dependencies

MIL1 a. Importar@ and OSuppliedependencies are identified (i.e., external parties on which
of the function depend, inclogieigting partngrs

b. Importardustomedlependencies are identified (i.e., external parties that are dependel
delivery of the functimiuthg operating partners

MIL2 c. Suppliedependencies are identified according to established criteria
d. Custometependencies are identified according to established criteria
e. Singlesource and other essential dependencies are identified
f. Dependencies ar@ptized
MIL3 g. Dependency prioritizati on earordanizatbeisk triteria

(RM1c)

2. Manage Dependency Risk

MIL1 a. Significant cybersecurity risks due to suppliers and other dependencies areddessifes
Cybersecurity requirements are considered when establishing relationships with sug
third parties

MIL2 c. lIdentified cybersecurity dependency risks are entered into the RbRjegister (
. Contracts and agreements witlpdinirels incorporate sharing of cybersecurity threat infc
e. Cybersecurity requirements are established foraquptiéng to a defined practice, inclu
requirements for secure software development practices where appropriate
f. Agreements with pligrs and other external entities include cybersecurity requiremen
g. Evaluation and selection of suppliers and other external entities includes considerat
to meet cybersecurity requirements
h. Agreements with suppliegsire notificati of cybersecurity incidents related to the delive
product or service
i. Suppliers and other external entities are periodically reviewed for their ability to cont
cybersecurity requirements
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2. Manage Dependency Risk (cont.)

MIL3 -
k.

m.

n.

Cybersecurity risks due to external d
management criteria and process

Cybersecurity requirements are establisipglied e pendenci es base
risk criteridr(\t1c)

Agreerants with suppliers require notification of vuhretabitity product defects through
the intenddde cyclef delivered products

Acceptance testing of procured assets includes testing for cybersecurity requiremer
Information sources are nmredito identify and avoid supply chain threats (e.g., counte
software, and services)

3. Management Activities

MIL1 No practice at MIL1

MiL2 a.
b.
C.

d.

Documented practices are followed for managing dependency risk

Stakeholders for managing depenasnase identified and involved

Adequate resources (people, funding, and tools) are guppdeddependency risk
management activities

Standards and/or guidelines have been identified to inform managing dependency r

®

MIL3

Dependency ristanagement activitiesggalided by documented policies oohgizational
directives

Dependency risk managenadiotgs include compliance requirements for specified stal
and/or guidelines

Dependency risk management activities are peduidicatyto ensure conformaiticgolic
Responsibility and authority for the performance of dependency riskaneasaggraént
personnel

Personnel performing dependency risk management have the skills and knowledge
perform theassigned responsibilities
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5.9 Workforce Management

Purpose: Establish and maintain plans, procedures,

technologies, and controls to create a culture of cybersecurity

and to ensure the ongoing suitability and competence of

personnel, commensurate with the risk to critical infrastructure

and organizational objectives.

As organizations increasingly adopt advanced digital
technology, it is a challenge to enhance the skill sets of their
existing workforce and hire personnel with the appropriate
level of cybersecurity experience, education, and training.
hNBFYAT FGA2yaQ NBfAIFIYyOS 2y
communications and control continues to grow, and workforce
issues are a crucial aspect of successfully addressing
cybersecurity and risk management for these systems.

Collective bargaining agreements may challenge some aspects
of the practices in this domain as written, so organizations may
need to implement alternative practices that meet the intent
of the model practices and align with those agreements.

The Workforce Management (WM) domain comprises
five objectives:

Assign Cybersecurity Responsibilities
Control the Workforce Life Cycle
Develop Cybersecurity Workforce

Increase Cybersecurity Awareness

A

Management Activities

An important aspect of assigning cybersecurity responsibilities
is ensuring adequacy and redundancy of coverage. For
example, specific workforce roles with significant cybersecurity
responsibilities are often easy to determine, but they can be
challenging to maintain. It is vital to develop plans for key
cybersecurity workforce roles (e.g., system administrators) to

WORKFORCE MANAGEMENT

Example: Workforce Management

Anywhere Inc. determines that it will
invest in advanced digital technolog)
Part of this investment will be a long
term program for workforce training

management to hpgrsonnel keep the
new systems running efficiently and
securely. Anywhere Inc. finds it muc
harder than expected to recruit, trair

| Y retaintpensrel witlstite regessar2 3

skill sets, particulgmysonnel with
cybersecurity education and experie
Futhermore, the organization finds tl
its brand of new digital technology h
been compromised at another comp
due to poor security practices.

Anywhere Inc. analyzes this
information through a risk managen
assessment of its systems, practice
and pbicies. The organization
determines that employee training i
paramount to addressing system ar
social engineering vulnerabilities as
wel | as insider
goals and objectives. As a result,
Anywhere Inc. begins investing in
technicalrad security training and
certification for management and
personnel to instill the awareness a
skills necessary to manage and pro
the companyo6s as
contribute to the protection of
interconnected critical infrastructure
external tthe organization

provide appropriate training, testing, redundancy, and evaluations of performance. Of course,
cybersecurity responsibilities are not restricted to traditional IT roles; for example, some

operations engineers may have cybersecurity responsibilities.

Controlling the workforce life cycle includes personnel vetting (e.g., background checks) and
assigning risk designations to positions that have access to assets needed to deliver an
essential service. For example, system administrators (who typically have the ability to
change configuration settings, modify or delete log files, create new accounts, and change
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passwords) on critical systems are given a higher risk designation, and specific measures are
taken for protection of these systems from accidental or malicious behavior by this category
of personnel.

Developing the cybersecurity workforce includes training and recruiting to address identified
skill gaps. For example, hiring practices should ensure that recruiters and interviewers are
aware of cybersecurity workforce needs. Also, personnel (and contractors) should receive
periodic security awareness training to reduce their vulnerability to social engineering and
other threats. The effectiveness of training and awareness activities should be evaluated, and
improvements should be made as needed.

Increasing the cybersecurity awareness of the workforce is as important as technological

approaches for improving the cybersecurity of the organization. The threat of cyber attack to an
2NBFYATIFGA2Y 2F0Sy adlFNIla ¢6AGK 3AFAyixyfad az2vysS ¥
example by gaining the trust of an unwary employee or contractor who then introduces media

or devicesintotheorganizatA 2y Qa4 Y Sig2N] ad ¢KS 2NAFYAT FGA2Y 3
workforce on methods and techniques to identify suspicious behavior, avoid spam or spear

phishing, and recognize social engineering attacks to avoid providing information about the

organization to potential adversaries. For example, an internal Web site could provide

information about new threats and vulnerabilities in the industry. If no information on threats,

vulnerabilities, and best practices is shared with the workforce, personnel may become more

lax about security processes and procedures.

Objectives and Practices

1. Assign Cybersecurity Responsibilities

Cybersecurity responsibilities for the function are identified
Cybersecurity responsibilities are assigned to specific people

MiL1

MIL2 Cybersecurity responsibilities are assigned to specific roles, including external service

Cybersecurity responsibilities and job requirements arenevipdeged as appropriate
Cybersecurity responsibilities are included in job performance evaluation criteria
Assigned cybersecurity responsibilities are managed to ensure adequacy and redund

a
b
C.
d. Cybersecurity responsibilities are documented (e.g., in position descriptions)
MIL3 €
f.
g
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2. Control the Workforce Life Cycle

MIL1 a. Personnel vetting (e.g., background checks, drug tests) is performed at hire for posi
access to the assets required for delivery of the function
b. Personnel termination procedures address cybersecurity
MIL2 c. Personnel vetting is performedabanizatiatefined frequency for positions thatdrass
to the assets required for delivery of the function
d. Personnel transfer procedures address cybersecurity
MIL3 e. Risk designations are assigned to all positions that have accessrexjiecdstatsivery
of the function
f. Vetting is performed for all positions (including employees, vendors, and denthctor:
commensurate with position risk designation
g. Succession planning is performed for personnel based on risk designation
h. A brmal accountability process that includes disciplinary actions is impéswmntebvitio

fail to comply with established security policies and procedures

3. Develop Cybersecurity Workforce

MIL1 a. Cybersecurity training is made available teepaisiomssigned cybersecurity responsibil
MIL2 b. Cybersecurity knowledge, skill, and ability gaps are identified
c. lIdentified gaps are addressed through recruiting and/or training
d. Cybersecurity training is provided as a prerequisite to grartirasaetetsgat supbet
delivery of the function (e.g., new personnel training, personnel transfer training)
MIL3 e. Cybersecurity workforce management objectives that support currepeaatibfielineeds
are established and maintained
f.  Recruitingnd retention are aligned to support cybersecurity wanifgeceent objectives
g. Training programs are aligned to support cybersecurity workforce management obje
h. The effectiveness of training programs is evaluated at an -alefamézitioguenand

improvements are made as appropriate
Training programs include continuing education and professional developmeont oppc
personnel with significant cybersecurity responsibilities

4. Increase Cybersecurity Awareness

MiL1

Cybersecurigygvareness activities occur

MiL2

Objectives for cybersecurity awareness activities are established and maintained
Cybersecurity awareness cont elWMld)i s ba

MIL3

0T o

Cybersecurity awareness activities are aligned with the predefined statéSABfpperatic
The effectiveness of cybersecurity awareness activities is evaluated at atefinganizat
frequency and improvements are made as appropriate
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collectively to all of the above practices in this domain.

5. Management Activities

MIL1 No practice at MIL1
MIL2 a. Documented practices are followed for cybersecurigymenmkipeonent activities
Stakeholders for cybersecurity workforce management activities are identified and il
c. Adequate resources (people, funding, and tools) are provided to supporvoykiersecul
management activities
d. Standards andfpridelines have been identified to inform cybersecuritynaodderoent
activities
MIL3 e. Cybersecurity workforce management activities are guided by documented policies
organizational directives
f. Cybersecurity workforce managpotieigs inade compliance requirements for specifiec
standards and/or guidelines
g. Cybersecurity workforce management activities are periodically reviesseddorearstge
with policy
h. Responsibility and authority for the performance of cybersecurity \&gedfoztactiaties

areassigned to personnel
Personnel performing cybersecurity workforce management activities havanthel stile
needed to perform their assigned responsibilities

=Y
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CYBERSECURITY PROGRAM MANAGEMENT

5.10 Cybersecurity Program Management

Purpose: Establish and maintain an enterprise cybersecurity
program that provides governance, strategic planning, and
2NEF y AT | Management 55 5 8 NE S O d2N.

ALRYa2ZNARKAL F2N GKS
manner that aligngybersecurity objectives with the
2NHIF yAT I GAZ2YQa
infrastructure.

A cybersecurity program is an integrated group of activities
designed and managed to meet cybersecurity objectives for
the organization and/or the function. A cybersecurity
program may be implemented at either the organization or
the function level, but a higher level implementation and
enterprise viewpoint may benefit the organization by
integrating activities and leveraging resource investments
across the entire enterprise.

The Cybersecurity Program Management (CPM) domain
comprises five objectives:

Establish Cybersecurity Program Strategy

Sponsor Cybersecurity Program

1
2
3. Establish and Maintain Cybersecurity Architecture
4. Perform Secure Software Development

5

Management Activities

The cybersecurity program strategy is established as the
foundation for the program. In its simplest form, the program
strategy should include a list of cybersecurity objectives and a
plan to meet them. At higher levels of maturity, the program
strategy will be more complete and include priorities, a
governance approach, structure and organization for the
program, and more involvement by senior management in the
design of the program.

Sponsorship is important for implementing the program in
accordance with the strategy. The fundamental form of
sponsorship is to provide resources (people, tools, and
funding). More advanced forms of sponsorship include visible

involvement by senior leaders and designation of responsibility

and authority for the program. Further, sponsorship includes
organizational support for establishing and implementing

policies or other organizational directives to guide the program.

AaGNIGS3IAO 202%

Example: Cybersecurity Program

Anywhere.Inc. decided to establish. ¢
kprisédybersecurify Brogrart. F¢
beginAnywhere Inc. formed a board
with representation from each of the
functional areas. This cybersecurity
governance board will develop a
cybersecurity strategy for the
organization and recruit a new vice
president of cybersecurity to implem
a program basen the strategy. The
vice president will also report to the
board of directors and will work acro
the enterprise to engage business a
technical management and personn
address cybersecurity.

The new vice
be to exparahd document the
cybersecurity strategy for Anywhere
Inc., ensuring that it remains aligned
the organizati on
addresses its risk to critical
infrastructure. Once the strategy is
approved by the board, the new vice
president wilegin implementing the
program by reorganizing some exist
compartmentalized cybersecurity tes
and recruiting additional team memtk
to address skill gaps in the organiza

pre

The head of customer service and v
president of accounting will depend
the new program to address both
immediate and collateral damage frc
potential incidents and the public
relations issues that follow. The hea
IT and the vice president for enginee¢
will expect guidance on systems
development and methods to mitiga
risks.

\N
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A cybersecurity architecture is an integral part of the enterprise architecture. It describes the
A0NHzOGdzNB YR O0SKF@GA2NI 2F Iy SyGSNLINRASQa a
YR adzo2NRAYIGS 2NHFYATFGA2ya yR fAdya (K
plans. An important element of the cybersecurity architecture is effective isolation of IT

systems from OT systems.

w w

O
v

Performing and requiring secure software development for assets that are important to the
delivery of the function is important to help reduce vulnerability-inducing software defects.

Objectives and Practices

1. Establish Cybersecurity Program Strategy

MIL1 a. The organization has a cybersecurity program strategy

=3

MIL2 The cybersecurity program strategy defines objectives forahe icyberdeduritynadtigities
c. The cybersecunityogram strategy and priorities are documented and aligreed \gith thd
strategic objectives and risk to critical infrastructure
d The cybersecurity program strategy def
and governana® tybersecurity activities
e. The cybersecurity program strategy defines the structure and organization of the cyber:
f. The cybersecurity program strategy is approved by senior management

The cybersecurity program strategy is updtect tousiness changes, changeojpetiating
environment, and changes in the threafTjuivfild)(

«

MIL3

2. Sponsor Cybersecurity Program

MIL1 a. Resources (people, tools, and funding) are provided to support the cybersecurity proc
b. Senior managemprivides sponsorship for the cybersecurity program

MIL2 c. The cybersecurity program is established according to the cybersecurity program stra
d. Adequate funding and other resources (i.e., people and tools) are provided tpesidls

cybersaarity program aligned with the program strategy

e. Senior management sponsorship for the cybersecurity program is visible d@hd active (¢
importance and value of cybersecurity activities is regularly communicaizubl semtr

f. If the organizaiidevelops or procures software, secure software development practice
sponsored as an element of the cybersecurity program

g. The development and maintenance of cybersecurity policies is sponsored

h. Responsibility for the cybersecurity program istassigpiedvith requisite authority

MIL3 i. The performance of the cybersecurity program is monitored to ensure itcylimprsegitini

program strategy

j-  The cybersecurity program is independently (eeieimedeviewers who are not in the prog
for achievement of cybersepuoidyam objectives

k. The cybersecurity program addresses and enables the achievement of reguladsry cor
appropriate

I.  The cybersecurity program monitors and/or gmitigpécted industry cybersestanitards
or initiatives
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3. Establish and Maintain Cybersecurity Architecture

MIL1T a A strategy to architecturally isolate

MIL2 b. A cybersecurdychitecture is in place to enable segmentation, isolation, and other requ
support the cybersecurity strategy
c. Architectural segmentation and isolation is maintained according to a documented ple

MIL3 d. Cybersecurity architecture is updaiedmanizatiolefined frequency to keep it current

4. Perform Secure Software Development

MIL1  No practice at MIL1

MIL2 a. Software to be deployed on assets that are important to the delivery of the function is
secure softwaglevelopment practices

MIL3 b. Policies require that softtrateisobe deployed on assets that are important to the delive
function be developed using secure software development practices

5. Management Activities

MIL1 No practice at MIL1

MIL2 & Documented practices are followed for cybersecurity program management activities
Stakeholders for cybersecurity program management activities are identified and inva
Standards and/or guidelines have been identified to inform cybersemaitpgeoggatactivit

C.

MIL3 d. Cybersecurity program management activities are guided by documented policies or «
organizational directives

e. Cybersecurity program management activities are periodically reviewed to ensure confo

f. Personnglerforming cybersecurity program management activities have the skills and
needed to perform their assigned responsibilities
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APPENDIX B: GLOSSARY

Term Definition Source
access Ability and means to enter a facility, to communicate with or othervy Adapted from
with a system, to use system resources tinfamadtion, to gain CNSSI 4009

knowledge of the information the system contains, or to control sy
components and functions.

access control

Limiting access to organizational assets only to authorized entities
programs, processes, or other systens3s&ee

Adapted from
CNSSI 4009

access
management

Management processes to ensur ¢
assets is commensurate with the risk to critical infrastructure and
organizational objectives.aeess contrahdasset

Adapted from
CERT RMM

ad hoc

In the context of this madkhodi.e., an ad hoc practice) refers to
performing a practice in a manner that depends largely on the initig
experience of an individual or team (and team leadership), without
way of organizational guidance in the form obeg@acr (verbal or
written), policy, or training. The methods, tools, and techniques us
priority given a particular instance of the practice, and the quality o
outcome may vary significantly depending on who is performing th
whentiis performed, and the context of the problem being address
experienced and talented personnejualig outcomes may be achie
even though practices are ad hoc. However, because lessons lear
typically not captured at the orgarakbiah, approaches and outcoms
difficult to repeat or improve across the organization.

C2M2

anomalous/anom

Inconsistent with or deviating from what is usual, normal, or expec

Merriam
Webster.com

architecture

Seecybersecurity architecture.

assessment

Seerisk assessment.

asset

Something of value to the organization. Assets include many thing
technology, information, roles performed by personnel, and facilitie
purposes of this model, assets to be consideraade@T hardware an
software assets, as well as information essential to operating the f

asset,change,an The C2M2 domain with the @andQTp (C2M2
configuration assets, including both hardavatesoftware, commensurate with the ri
management critical infrastructure and organizational objectives.

(ACN

asset owner A person or organizational unit, internal or extewrgawitagon thes | CERT RMM

primary responsibility for the viability, produnctivétsilience of an

organizational asset.
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Term Definition Source
authentication Verifying the identity of a user, process, or device, often as a prere DOEElectricity
allowing access to resources in an IT or ICS. Subsector
Cybersecurity
Risk
Management
Proces§RMP
Guideline
authenticator The means used to confirm the identity of a user, processor, or de] NIST 80863
user password or token).
availability Ensuring timely and reliable access to and use of information. For| DOE RMP &
gualig of being accessible to authorized users (people, processes,| CERT RMM

whenever it is needed.

business impact
analysis

A mission impact analysis that prioritizes the impact associated wi
compr omi s e o information@sseisabased cn & qualitat
guantitative assessment of the sensitivity and criticality of those as

Adapted from
NIST SP8ER0

change control | A continuous process of controlling changes to informationyr tech| CERT RMM
(change assets, related infrastructure, or any aspect of services, enabling &
management) changes with minimum disruption.
common operatin| Activities and technologies to collect, analyze, alarm, present, and| C2M2
picture cybersecurity information, inclstditug and summary information fron
other model domains.
computer security A computer security incident is a violation or imminent threat of vig NIST 8061
incident computer security policies, acceptable use policies, or standard sg (computer
practice . An fAi mmi nent threat of \ security
organization has a factual basis for believing that a specific incider incident)
occur. For example, the antivirus software maintainers may receiv
from the software vandvarning them of new malware that is rapidly,
spreading across the Internet. Aldocikmt.
confidentiality The preservation of authorized restrictions on information access § DOE RMP &
disclosure, including mdéanprotecting personal privacy and propriet Adapted from
information. For an information asset, confidentiality is the quality { CERT RMM

accessible only to authorized people, processes, and devices.

configuration

A documerdeset of specifications for an IT or OT system or asset,

Adapted from

baseline configuration item within a system, that has been formally reviewe( NIST 8063
upon at a given point in time, and which should be changed only ti Glossary
change control procedures. The basdiigeration is used as a basis f
future builds, releases, and/or changes.

configuration A collection of activities focused on establishing and maintaining th NIST SP 800

management assets, through control of the gexct&® initializing, changing, and 128
monitoring the configurations of those assets througfeoaytkeeir

contingency plan | Management policy and procedures used to guide an enterprise rf CNSSI 4009

perceived loss of mission capaHlil@ycontingency plan is the first plar
by the enterprise risk managers to determine what happened, why
do. It may point to the continuity of operations plan or disaster recg
major disruptions.
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Term

Definition

Source

continuous
monitoring

Maintaining ongoing awareness of the current cybersecurity state

function throughout the operational environment by collecting, ana|
alarming, presenting, and @irisystem and cybersecurity informatior,
identify anomalous &, vulnerabilities, and threats to the function
to support incident response and organizational risk management

Adapted from
NIST 8037

controls

The management, operational, and technical methods, policies, ar|
procedurédsmanuabr automatédi.e., safeguards or countermeasure
prescribed for an IT and ICS to protect the confidentiality, integrity
availability of the system and its information.

DOE RMP

critical infrastructt

Assets that provide the essential servioesdnain American society. T
Nation possesses numerous key resources, whose exploitation or d
terrorists could cause catastrophic health effects or mass casualties
to those from the use of a weapon of mass destructionpfmucallyobiie
our national prestige and morale. In addition, there is critical infrastr
that its incapacitation, exploitation, or destruction through terrorist ai
have a debilitating effect on security and ecoroemgwell

HSPD7

current

Updated at an organizatifined frequency (e.g., as in the asset inve
kept fAcurrento) that is select
organization objectives associated with befd@teuty the maximum
interval between updates are acceptable to the organization and it
stakeholders.

C2M2

cyber attack

An attack, via cyberspace, tal
purpose of disrupting, disabling, destroying, or maliciously controll
computing environment/infrastructure, or for destroying the integrit
or stealing controlled information.

DOE RMP

cybersecurity

The ability to protect or defend the use of cyberspace from cyber &
Measures taken to protect a compudarparterized system (IT and OT
against unauthorized access or attack.

DOE RMP and
Merriam
Webster.com

cybersecurity
architecture

An integral part of the enterprise architecture that describes the st
behavior for an esndybenmseourity sygseins, |
personnel, and subordinate organizations, showing their alignmen
organi zati onods mi sstdrpoise arehitediamnes t |
network architecture

DOE RMP

cybersecurity eve

Any observable occurrence in a system or network that is related to
cybersecurity requirement (confidentiality, integrity, or availabikty@n

C2M2

cybersecurity
impact

The effect on the measures that are in place to protect frochaayaird
cyber attack.

C2M2

cybersecurity
incident

Seeincident.

cybersecurity
incidenlife cycle

Seeincidernlife cycle

cybersecurity plar

Formal document that provides an overview of the cybersecurity re
for an IT and ICS aledcribes the cybersecurity controls in place or
for meeting those requirements.

DOE RMP

cybersecurity poli

A set of criteria for the provision of security services.

DOE RMP

58
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Term Definition Source
cybersecurity A cybersecurity program is an integrated guativities designed and | C2M2
program managed to meet cybersecurity objectives for the organization ang
function. A cybersecurity program may be implemented at either th
organization or the function level, but ddvighienplementation and
enterprise viewipt may benefit the organization by integrating activi
leveraging resource investments across the entire enterprise.
cybersecurity The C2M2 domain with the purpose to establish and maintain an € C2M2
program cybersecurity program that provides governance, strategic plannin
management sponsorship for the organizat.i
(@x\Y] aligns cybersecurity objecti vg
the risk to critical isfracture.
cybersecurity A plan of action designed to achieve the performance targets that | CERT RMM

program strategy

organization sets to accomplish its mission, vision, values, and pul
cybersecurity program.

cybersecurity
requiremes

Requirements levied on an IT and OT that are derived from organi
mission and business case needs (in the context of applicable legi
Executive Orders, directives, policies, standards, instructions, regu
procedures) to ensure thdidentiality, integrity, and availability of the
services being provided by the organization and the information be
processed, stored, or transmitted.

Adapted from
DOE RMP

cybersecurity
responsibilities

Obl i gati ons f or cgberseaurity reggirernemts arg

C2M2

cybersecurity risk

The risk to organizational operations (including mission, functions,
reputation), resources, and other organizations due to the potentia
unauthorized access, use, disclosure odismpdiification, or destructi
information and/or IT and ICSiskee

DOE RMP

cybersecurity
workforce
management
objectives

Performance targets for personnel with cybersecurity responsibiliti
organization sets to meet cybersecurigmeqts.

Adapted from
CERT RMM

defined practice

A practice that is planned (i.e., described, explained, made definite
and standardized) and is executed in accordance with the plan.

Adapted from
CERT RMM

dependency risk

Dependency risk is measured by the likelihood and severity of dam:
OT system is compromised due to a supplier or other external party|
delivery of the function depends. Evaluating dependency risk includ
assessment of the impoedanf the potentially compromised system an
impact of compromise on organizational operations and assets, indi
organizations, and the Natiorui3#eam dependeneaiedsupply chain ri

Adapted from
NIST 7622, pd
10

deprovisioning

The process of revoking or ref
assets. See alpmvisioning.

CERT RMM

domain

In the context of the model structure, a domain is a logical groupin

cybersecurity practices.

C2M2
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GLOSSARY

Term Definition Source
domain objectiveq The practices within each domain are organubgecintest he objective C2M2
represent achievements that s
Configurationo for the ASSET (
for the WORKFORCE domain)oEtwhobjectives in a domain comp
set of practices, which are ordered by maturity indicator level.
downstream External parties dependent on the delivery of the function, such as| C2M2
dependencies and some operating partners.
electricity subseci A portion of the energy sector that includes the generation, transm| ESSPP

distribution of electricity.

enterprise The largest (i.e., highegel) organizational entity to which the organi Adapted from
participating in the C2MiZey belongs. For some participants, the | SGMM v1.1
organization taking the survey is the enterprise ibsgin2atdon. Glossary

enterprise The design and description of |DOERMP(bu

architecture

are configured, how they are integrated, how they interface to the
environment at the enterprise

enterprise missionnd how t hey contribute
posture. Sexybersecurity architectun@network architecture

changed ICS t
oT)

entity

Something having separate or distinct existence.

Merriam
Webster.com

establish and
maintan

The development and maintenance of the object of the practice (s
program). For example, fAEstabl
must identities be provisioned, but they also must be documented,
assigned ownership, and betairaéd relative to corrective actions, ch
in requirements, or improvements.

CERT RMM

event

Any observable occurrence in a system or network. Depending on
potential impact, some events need to be escalated for response.
consistencyfd t eri a for response sho
criteria.

NIST 8061

event and inciden
response, continu
of operationd

The C2M2 domain with the purpose to establish and maintain plans
and technologies to detealyze, and respond to cybersecurity events
sustain operations throughout a cybersecurity event, commensurate
to critical infrastructure and organizational objectives

C2M2

function

Asubset of the operations of the organizatimnlibatg evaluated base
on the C2MAodel.

C2M2

governance

An organizational process of providing strategic direction for the of
while ensuring that it meets its obligations, appropriately manages
efficiently uses financial andrihuesaurces. Governance also typicall
includes the concepts of sponsorship (setting the managerial tone
(ensuring that the organization is meeting its compliance obligatior|
alignment (ensuring that processes such as those foritypeogeam
management align with strategic objectives).

Adapted from
CERT RMM

guidelines

A set of recommended practices produced by a recognized author
source representing subject matter experts and community conser|
internally by an organizationst@adard

Cc2M2
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GLOSSARY

Term Definition Source
identity The set of attribute values (i.e., characterigticsh lay entity is CNSSI 4009
recognizable and that, within
is sufficient to distinguish that entity from any other entity.
identity and acceqg The C2M2 domain with the purpose t@oceatanage identities for en| C2M2
managemer® ([t hat may be granted [ ogical of
Control access to the organi z:
critical infrastructure and organizational objectives.
impact Negative consequence to subsector functions. ca2Mm2
incident An event (or series of events) that significantly affects (or has the | Adapted from
significantly affect) critical infrastructure and/or organizational ass¢ CERT RMM

services and requires the orgimmiZand possibly other stakeholders)
respond in some way to prevent or limit adverse impactsoi@patalsg
security incideamtidevent.

incideniife cycle

The stages of an incident from detection to closure. Collectively, th
life cyclencludes the processes of detecting, reporting, logging, tria
declaring, tracking, documenting, handling, coordinating, escalatin
notifying, gathering preserving evidence, and closing incidents. Es
events also follow the inclderttycleeven if they are never formally
declared to be incidents.

Adapted from
CERT RMM

information asset:

Information or data that is of value to the orgamihadiiog, diverse
information such as operational data, intellectual property, custom
information, and contracts.

Adapted from
CERT RMM

information sharir

Seelnformation Sharing and Communid&©ns (

information sharir]
and analysis cent|
(ISAC)

An Information Sharing and Analysis Center (ISAC) shares critical
with industry participants on infrastructure protection. Each critical
infrastructure industry has established an ISAC to communicate w
members, its governmentb@es;tand other ISACs about threat indical
vulnerabilities, and protective strategies. ISACs work together to b
understand crasslustry dependencies and to account for them in e
response planning.

Adapted from
Electricity
Sector
Inforration
Sharing and
Analysis Cente
website home

page

information sharirl The C2M2 domain with the purpose to establish and maintain rela] C2M2

and with internal and external entities to collect and provide cybersecu
communications | informatiomcluding threats and vulnerabilities, to reduce risks and

(1SQ increase operational resilience, commensurate with the risk to criti

infrastructure and organizational objectives.

information A discrete set of electronic informesttances organized for the collec| DOE RMP
technology (IT) | processing, maintenance, use, sharing, dissemination, or dispositi

information. In the context of this publication, the definition include
interconnected or dependent business systems and the enviratime
they operate.
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GLOSSARY

Term

Definition

Source

institutionalization

The extent to which a practice or activity is ingrained into the way ai
operates. The more an activity becomes part of how an organizatior
the more likely it is that the activitytiviliedo be performed over time,
consistently high |l evel of qua
business that an organizati oh
CERT RMM). See asaiurity indicator level

C2M2

integrity

Guarding against improper information modification or destruction.
includes ensuring information nonrepudiation and authenticity. For
integrity is the quality of being in the condition intended by the own
thereforeontinuing to be useful for the purposes intended by the oy

DOE RMP &
CERT RMM

least privilege

A security control that addresses the potential for abuse of authori
privileges. The organization employs the concept of least privilege
onlyauthorized access for users (and processes acting on behalf o
require it to accomplish assigned tasks in accordance with organiz
missions and business functions. Organizations employ the conce
privilege for specific dutidssgatems (including specific functions, pg
protocols, and services). The concept of least privilege is also app
information system processes, ensuring that the processes operat
levels no higher than necessary to accomplishaeguiizational missi
and/or functions. Organizations consider the creation of additional
roles, and information system accounts as necessary to achieving
privilege. Organizations also apply least privilege concepts to the (¢
devéopment, implementation, and operations of IT and OT system

Adapted from
NIST 8083

logging

Logging typically refers to automated recordkeeping (by elements
OT system) of system, network, or user activity. Logging may also
keeping manual record (e.g., aigsigheet) of physical access by per
to a protected asset or restricted area, although automated logging
access activity is commonplace. Regular review and audit of logs
by automated tools) isitical monitoring activity that is essential for
situational awareness (e.g., through the detection of cybersecurity
weaknesses).

C2M2

logical control

A software, firmware, or hardware feature (i.e., computational logic
physical obstagigithin an IT or OT system that restricts access to a
modification of assets only to authorized entities. For cqttyagiakee
control

Adapted from
CNSSI 4009
definition of

Ai ntern
control

maturity

The extent to whichoaganization has implemented and institutionali

cybersecurity practices of the model.

C2M2
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Definition

Source

maturity indicator
level (MIL)

A measure of the cybersecurity maturity of an organization in a giv
the model. The model currently defines four maturity indicator leve
holds a fifth level in reserve for use in future versions of the model
four defirtelevels is designated by a number (0 through 3) and a né
exampl e, AMILSZ3: managed. 0 A Ml
domain from individual and team initiative, as a basis for carrying
cybersecurity practices, to organizatimied pod procedures that
institutionalize those practices, making them repeatable with a con
high level of quality. As an organization progresses from one MIL
the organization will have more complete or more advanced imple
of the core activities in the domain.

C2M2

monitoring

Collecting, recording, and distributing information about the behav
activities of systems and persons to support the continuous proces
identifying and analyzing risks to organizatitmahassetical
infrastructure that could adversely affect the operation and delivery

Adapted from
CERT RMM
(monitoring
andrisk
management)

monitoring
requirements

The requirements established to determine the information gatheri
distribution needs of stakeholders.

CERT RMM

multifactor
authentication

Authentication using two or more factors to achieve authentication
include (i) something you know (e.g., password/PIN), (ii) somethin
(e.g., cryptographic ideatiibic device, token), (iii) something you are
biometric), or (iv) you are where you say you are (e.g., GPS token
authentication

Adapted from
NIST 8083

network
architecture

A framework that describes the structure and behavior oficasimun
among IT and/or OT assets and prescribes rules for interaction an
interconnection. Saderprise architectamecybersecurity architecture

Adapted from
CNSSI 4009 (
architecture)

objective(s)

See domain objectimagorganizational objectives

operating picture

Reattime (or neaealtime) awareness of the operating state of a sys
function. An operating picture is formed from data collected from v
trusted information sources that may be internal or external to the
furction (e.g. temperature, weather events and warnings, cyberseg
The operating picture may or may not be presented graphically. It
collection, analysis (including fusion), and distribution of what is im
know to make déaiss about the operation of the system.

A common operating picture (COP) is a single operating picture th
available to the stakeholders of the system or function so that all s
can make decisions based on the same reported operaéagstataot
operating picture.

C2M2

operational
resilience

The organizationds ability to
capacities. Operational resilience is an emergent property of effect
operational risk management, supported aettllgnabtivities such as
security and business continuity. A subset of enterprise resilience,
resilience focuses on the or g:;¢
whereas enterprise resilience encompasses additional areas sf ris
business risk and credit risk. See the relatgsbtational risk

CERT RMM

operating states

Seepredefined states of operation

C2M2
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operational risk | The potential impact on assets and their related services that coul{ Adapted from
inadequate tailed internal processes, failures of systems or techng CERT RMM
deliberate or inadvertent actions of people, or external events. In t
this model, our focus is on operational risk from cybersecurity thre
operations Programmable systems or devices that interact with the physical e| C2M2
technology (OT) | (or manage devices that interact with the physical en\Exammpées)

include industrial control systems, building management systems,
systems, amghysical access control mechanisms.

organization

An organization of any size, complexity, or positioning within an or
structure that is charged with carrying out assigned mission and bl
processes and that uses IT and OT in stifhjpme processes. In the
context of the model, the organization is the entity using the mode
under examination.

Adapted from
DOE RMP

organizational

Performance targets set by an organizatgirat8gie objectives

Adapted from

objectives CERT RMM
periodic A review or activity that occurs at specified, regular time intervals, | Adapted from
review/activity organizatietefined frequency is commensurate with risks to organi; SEI CMM
objectives and critical infrastructure. Gbssary
personal Information that reveals details, either explicitly or implicitly, about | NISTIR 7628
information i ndi vi dua!l 6s househol d dwel |I i Vol 3, Glossa

beyond the normal "individual' component because thereparesssrid
impacts for all individuals living in one dwelling or premise. This ca
items such as energy use patterns or other types of activities. The
become unique to a household or premises just as a fingerprint or
unique to andividual.

physical control | A type of control that prevents physical access to and modification ¢ CERT RMM
assets or physical access to technology and facilities. Physical cont
include such artifacts asreaders and physical barrier methods
plan A detailed formulation of a program of action. Merriam
Webster.com
policy A higHevel overall plan embracing the general goals and acceptab| Merriam

procedures of an organization.

Webster.com

positia descriptior

A set of responsibilities that describe a role or roles filled by an em
known as a job description.

C2M2

practice

An activity described in the model that can be performed by an org
support a domain objectivepiitpmse of these activities is to achieve
sustain an appropriate level of cybersecurity for the function, comn

with the risk to critical infrastructure and organizational objectives.

C2M2
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predefined states

of operation

Distinct operating nme¢lehich typically include specific IT and OT
configurations as well as alternate or modified procedures) that hal
designed and implemented for the function and can be invoked by
automated process in response to an event, a chawgiimgniskent, or
other sensory and awareness data to provide greater safety, resili¢
reliability, and/or cybersecurity. For example, a shift from the norm
operation to a higgcurity operating mode may be invoked in respon
declared bersecurity incident of sufficient severity. -Bleeurigh
operating state may trade off efficiency and ease of use in favor of
security by blocking remote access and requiring a higher level of
authentication and authorization for centaiancis until a return to the
normal state of operation is deemed safe.

C2M2

procedure

In this modgdrocedurs synonymous witlocess

process

A series of discrete activities or tasks that contribute to the fulfillme
or mission.

CERTRMM
(Business
Process)

provisioning

The process of assigning or activating an identity profile and its as
roles and access privileges. Sedegsovisioning

CERT RMM

recovery time
objectives

Documented goals and performance targets tlaiongsetiz for recove
of an interrupted function in order to meet critical infrastructure and
organizational objectives.

C2M2

risk

A measure of the extent to which an organization is threatened by
circumstance or event, and typicallyi@efon¢t) the adverse impacts
would arise if the circumstance or event occurs and (2) the likeliho
occurrence.

DOE RMP

risk analysis

A risk management activity focused on understanding the conditio
potential consequences ofprigkijtizing risks, and determining a path
addressing risks. Determines the importance of each identified risk
to facilitate the organizati ol

Adapted from
CERT RMM

risk assessment

The process of identifying rigkgamizational operations (including m
functions, image, reputation), resources, other organizations, and
resulting from the operation of an IT and ICS.

DOE RMP

risk criteria

Objective criteria that the organization uses for ggatagtinging, and
prioritizing operational risks basetpaat, tolerance for risk, and risk
response approaches.

ESC2M2

risk designation,g An i ndi cation, such as hi gh, I Adapted from

in Aposiladverse impact to the efficielOPM

desi gnat)]services.

risk dispositon |A st atement of the organizati (CERTRMM
Typically |l imi ileeseardacoept,

risk management| The program and supporting processes to manage cybersecurity f DOE RMP

program

organizational operations (including mission, functions, image, rep
resources, other organizations, and the tNatilmalels (1) establishing {
context for ris&lated activities, (2) assessing risk, (3) responding to

determined, and (4) monitoring risk over time.
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GLOSSARY

Term Definition Source

risk management| The C2M2 domain with the purpose to establish, operatgiarmhma| C2M2

(RM) enterprise cybersecurity risk management program to identify, ang
mitigate cybersecurity risk to the organization, including its busineg
subsidiaries, related interconnected infrastructure, and stakeholde

risk management| Strategievel decisions on how senior executives manage risk to al DOE RMP

strategy organi zationbds operations, r ef§

risk mitigation Prioritizing, evaluating, and implementing apprope@eingkcontrols. | DOE RMP

risk mitigation plal A strategy for mitigating risk that seeks to minimize the risk to an 8 CERT RMM
level.

risk parameter/ris| Organizatiespecific risk tolerances used for consistent measureme| CERT RMM

parameter factors across the organizatiRisk parameters include risk tolerances and ri
measurement criteria.

risk register A structured repository where identified risks are recorded to supp{ C2M2
management.

risk response Accepting, avoiding, mitigating, shatiagsfarring risk to organization DOE RMP

operations, resources, and other organizations.

risk taxonomy

The collection and cataloging of common risks that the organizatio
to and must manage. The risk taxonomy is a means for comnagnic
risks and for developing mitigation actions specific to an organizati
lineofbusiness if operational assets and services are affected by th

Adapted from
CERT RMM

role

A group attribute that ties membership to function. Whensamestidy
role, the entity is given certain rights that belong to that role. When
leaves the role, those rights are removed. The rights given are cor
the functionality that the entity needs to perform the expected task

CNSSI 4009

secure software
development

Developing software using recognized processes, secure coding s
best practices, and tools that have been demonstrated to minimize
vulnerabilities in software systems throughout the software diéxelo
cyde. An essential aspect is to engage programmers and software
who have been trained in secure software development.

C2M2

separation of duti

[ A security control that] fad

privileges and helps tacedhe risk of malevolent activity without col
Separation of duties includes, for example: (i) dividing mission fun
information system support functions among different individuals &
(i) conducting information system gupptioins with different individug
(e.g., system management, programming, configuration managem
assurance and testing, and network security); and (iii) ensuring se
personnel administering access control functions do not alsatadtimi
functions. Organizations with significant personnel limitations may
for the separation of duty security control by strengthening the aud
accountability, and personnel

NIST 8083,
pp. 31, #3

service level Defines the specific responsibilities of the service provider, includif Adapted from
agreemdr(SLA) | satisfaction of any relevant cybersecurity requirements, and sets tlf CNSSI 4009
customerds expectations regar (
66
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siuational
awareness

A sufficiently accurate an-dpte understanding of the past, current
projected future state of a system (including its cybersecurity safeg
the context of the threat envi
support effective d@mn making with respect to activities that depend
and/or affect how well a system functions. It involves the collection
(e.g., via sensor networks), data fusion, and data analysis (which 1
modeling and simulation) to support adtantite human decision ma|
(for example, concer@igystem functions). Situational awareness ¢
involves the presentation of the results of the data analysis in a for|
using data visualization techniques, appropriate use of alasrhs)ntiag
comprehension and allows operators or other personnel to quickly
key elements needed for good decision making.

Adapted from
SGMM
Glossary

situational
awarenes$sp)

The C2M2 domain with the purpose to establish and maintair acti
technologies to collect, analyze, alarm, present, and use cybersec
information, including status and summary information from the otf
domains, to form a common operating picture (COP), commensurg
risk to critical infrastructudeoaganizational objectives.

C2M2

sponsorship

Enterpriswide support of cybersecurity objectives by senior manag
demonstrated by for mal policy
commitment to the cybersecurity program along with provisaesof r
Senior management monitors the performance and execution of tH
cybersecurity program and is actively involved in the ongoing impr
all aspects of the cybersecurity program.

C2M2

stakeholder

An external organization or an internal or external person or group
vested interest in the organization or function (that is being evalua
model) and its practices. Stakeholders involved in performing a giv
(or who overmsgbenefit from, or are dependent upon the quality wit
the practice is performed) could include those from within the func
across the organization, or from outside the organization.

Adapted from
CERT RMM

standard A standard is a documestiablished by consensus, that provides rul¢ Adapted from

guidelines, or characteristics for activities or their reguitigliSes ISO/IEC Guidd
2:2004

states of operatio| Seepredefined states of operation.

strategic objective Theperformance targets that the organization sets to accomplish itt CERT RMM
vision, values, and purpose.

strategic planning| The process of developing strategic objectives and plans for meeti CERT RMM
objectives.

supply chain The set airganizations, people, activities, information, and resourc{ NISTIR 7622

creating and moving a product or service (includialgmeatg) from
suppliers through to an organi

The supply chain encompasses the fulllgeodyrdiand incides design,
development, and acquisition of custom or comrtiexsiaIb{iCOTS)

products, system integration, system operation (in its environment
disposal. People, processes, services, products, and the elements

up the products Wiranpact the supply chain.

Source of 1st
paragraph cite
as [NDIA ESA
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supply chain risk

Supply chain riskmeasured by the likelihood and severity of damag
or OT system is compromised by a supply chain attack, and tales
the importance of the system and the impact of compromise on or
operations and assets, individuals, other organizations, and the N¢

Supply chain attacks may involve manipulating computing system
software, or services atpaigt during the life cycle. Supply chain attg
typically conducted or facilitated by individuals or organizations thg
access through commercial ties, leading to stolen critical data and
corruption of the system/ infrastructuoe disebling of missidtical
operations. See risks and supply chain.

Adapted from
NIST 7622, pd
7 & pg. 10

supply chain and
external
dependencies

The C2M2 domain with the purpose to establish and maintain cont
manage theybersecurity risks associated with services and assets
dependent on external entities, commensurate with the risk to criti

C2M2

management infrastructure and organizational objectives.
(EDV
threat Any circumstance or event with the potential to adwatsetgamgation Adapted from
operations (including mission, functions, image, or reputation), resi DOE RMP
other organizations through IT, OT, or communications infrastructy
unauthorized access, destruction, disclosure, modification of inforr
and/or dsal of service.
threat and The C2M2 domain with the purpose to establish and maintain plan C2M2
vulnerability procedures, and technologies to detect, identify, analyze, manage
management\(M | respond to cybersecurity threatsibredabilities, commensurate with t
ri sk to the organizationés i nf
organizational objectives.
threat assessmen The process of evaluating the severity of threat to an IT and ICS o] DOE RMP
organization addscribing the nature of the threat.
threat profile A characterization of the likely intent, capability, and targets for thr| C2M2
function. It is the result of one or more threat assessments across
feasible threats to the IT@haf an organization and to the organizat
itself, delineating the feasible threats, describing the nature of the
evaluating their severity.
threat source An intent and method targeted at the intentional exploitation ofyaov| DOE RMP
a situation, or a method that may accidentally exploit a vulnerabilit
traceability The ability to determine whether or not a given attribute of the currf C2M2
valid (e.qg., the current configuration of a system or the punyoofedl iq
user) based on the evidence maintained in a historical record shoy
attribute was originally established and how it has changed over ti
upstream External parties on which the delivery of the functionndéystings, Cc2M2
dependencies suppliers and some operating partners.
validate Collect and evaluate evidence to confirm or establish the quality of C2M2

(e.g., information, a model, a product, a system, or component) wit

its fitness for a particulargserp
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vulnerability

A cybersecurity vulnerability is a weakness or flaw in IT, OT, or
communications systems or devices, system procedures, internal
implementation that could be exploited by a threataooecabiistass
is a groping of common vulnerabilities.

Adapted from
NISTIR 7628
Vol. 1, pp. 8

vulnerability
assessment

Systematic examination of an IT or product to determine the adeqt
cybersecurity measures, identify security deficiencies, provide data
to prelict the effectiveness of proposed cybersecurity measures, ar
the adequacy of such measures after implementation.

DOE RMP

workforckfe cycle

For the purpose of this modelattikéorckfe cycleomprises the distinct
phases of workforce management that apply to personnel both inter
external to the organization. Specific cybersecurity implications and
are associated with dédieftyclphase. The workfdifeecyclencludes

recruiting, hiring, onboarding, skill assessments, training and certific
assignment to roles (deployment), professional growth and develop
assignment and transfers, promotions and demotions, succession p
termination or retiremené phases may not be in strict sequences, ar|
phases (like trainingagssignment, and promotions) may recur.

C2M2

workforce
managemenig/)

The C2M2 domain with the purpose to establish and maintain plan
procedures, technologies, and camtmate a culture of cybersecurity
to ensure the ongoing suitability and competence of personnel, co
with the risk to critical infrastructure and organizational objectives.

C2M2

workforce
management
objectives

Seecybersecurity workforceagament objectives.
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APPENDIX C: ACRONYMS

Acronym Definition

C2M2 Cybersecuri@apability Maturity Model

CERP-RMM CERPResilience Management Model

COP common operating picture

COTS commercial affeshelf

CVSsSs Common Vulnerability Scoring System

DHS Department of Homeland Security

DOE Department of Energy

ESC2M2 Electricity Subsector Cybersecurity Capability Maturity Model
ICS industrial control system

ICSCERT Industrial Control Systems Cyber Emergency Response Team
ISAC Information Sharing and Analysis Center

IT informatiotechnology

MIL maturity indicatevel

NIST National Institute of Standards and Technology

oT operationtechnology

RPO recovery point objective

RTO recovery time objective

RMP Electricity Subsector Cybersecurity Risk Manageme@iuRrieliess
SCADA supervisory control and dedgisition

SEI Software Engineering Institute

SLA servicdevelagreement

USCERT United States Computer Emergency Readiness Team

VolP Voice over Internet Protocol
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